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2721070 NYY2IVIN NIANN NN L2018 — 1952 DIV NOYAY MINNY NI12N NN»MN Crypto AG NIaIN
.D2IN Y2AN2 MTN 120 HYNY MIANN TN NIDNY AN TN XM NMIND DINNA

,22711IN2 ININD NNVIAD NNIDN DY DIPYTN DIYP NNMN,NNNPNNI NN ¥ DDIdNN 2020 MVA
,MIYAD YT NSADY TP 29 0NN NN 1Y MNovno NNy Ny ,NSA (National Security Agency)
1987 MIVA MYIYY DV /OYNNITY NNOY 1P YNNI .MMIDN MNTND MAXN TN NONN XN
PN MDD A 1970 MV ORWNI NYIT) /N2 IRVYNN MO INNOY ,NIann /)Ndard
2NN TPINT DY O9ITON NN MNP 277N CIA (Central Intelligence Agency) 27NN S 710N
,192NNN NN PN MPY XYY 1990 120N 17199 TINNX INND .BND (Bundesnachrichtendienst)
Moy2a 172NN NN 1993 NIVNT NN YIS 12T NPINN N2 NN THD DIIN MDYV wwNn»

.CIA DY NNON

5S¢ MANINN NNIAYNN NN NP WY ,MOSIN MNMNY 'DMINNTV DXOID’ 1091 NIN 112 9N
N9PN TYN TIY 27PN YT BNDDY CIAD POYD ¥8I0M .MIANNMN TS NN N92NNN WY MPTHN
PNR9IYN NNVYPNI NOWNI NWIDN .DXIWUYN NRKDA SITINT IWNN PYTINN YSINI ININ DRIV MIVY HY

.2020 mwa

MV PPT NP MDY TONN PNPY NOY NRTRD MINNN NOWINY DM0N DIXRPIIDND INYD 910N P2
NIN NMAYN NN L1979 MIVA MIAN MININ MDY I2WN TONNL MNPV D0N L1977
DINLLVPT MIDNY JIDN NNPDN VD ,(DXV7712D ANV Y1) 1982 NIV TIDPID NNNINA NIVIIIN

1986 MV 1°5922 NIV VIO HINAY ININNY NDN DXVDI NIV NDXAND INAM ,NP>INN DIV

STI0 9NV, NN N 291V YNIND YTINNN IV 1PN MY

TOPTION NNAYNN DY DNY MIVY TYNI NN TORPIINNRD 1PN NPND MLINYN T DY
JOINNDD OV PWTIND PR DNND M IITT DTN RN YN DY NININD

NNNIN PYIN

IMVY 2 (1969—-1891) Y2739 (99) DN 1 (1983—-1892) PYIN DN DN NYINA DOXVIIAN DIWIND NIV
.30 NIYHONDYN DA MDD MUP DY

Boris Casear Wilhelm Hagelin 1

William Frederick Friedman 2



NNOWN N2Y IPNRIL VAN MTY NN YV XTIW PPWUYNY 12,1128 1892 1WA TN PO N1
9ILNN 1922 MWYDY ,09NPIVYI MOV NVIDIDIINI MNIN NOTIN PTINY 1914 WA DD Yan
D)0 NYPWN INNOWN N2 ,1915 MWa NHPINY ,AB Cryptograph Masnn TP NIINY DX9DIN YMInd
Oy PIYY NIRY 12NN NY,1925 MIWA 112NN DN NPAY TN PYIN DN 92N NNOWN DY TN 127

.B-21 MNPV, INTPNN NIIMTOPYN MO NN

9N 92 DY yMSyaa ,AB Cryptoteknik n9205 192y 0931 AB Cryptograph 1920 N30 1932 mva

Y913 MHNDNM 7Y IWINIY MM NINDND MPY DVN POOXD,194071 27/NIND M TAVN 72y PYIN ©N2
.1944 niwa MTIVWY 1IN PO .CIA™ D>71952) 1PT7I19 DXIDN DY DIYIN DIVP OPN ,27NINA HWNN

s TPDIN MIVINRNN PON ,71P2A702 — IN) 2PWIPA TPTIN NNAWNY 1891 MV TOHN T DN
N0V DY NVIDIDNIND NPEVI THY L1892 MV 2A7NIND INNAVYN DY M (NTOM — DN
DNAND NPONNY ATINN MIYRIN DY NNHNYNY 27NIR MVNN DY 93P NVIDININRD
INPIIND NMDVNN N NTPIND 910NN 1918 Mwa .Department of Codes and Ciphers 1 NownNN
,NITND ,NIDNN 1921 NIWA L1919 MV NANIN TINNVN .1N0T) KIN DY D)X NNHYII POY DY, NN
NN Y712 TWNNAY (Chief Cryptanalyst for the War Department) N10N2N0N TIWN DY OWUNRIN DNONN VDIDIND
AFSA7 I NponNn NN DM 1949 mwn SIS (Signal Intelligence Service)
MI2Y0N DY (Chief Cryptologist) YWNXIN D981 VDYIIN 1PN 1952 NMIvNY (Armed Forces Security Agency)

NSA »IND PNVIIS

NYLVHPNNI NPYTH MOLIY MN’AL \IDND DX NIN, DI D»INT) DN NIV P XD DDIONN JPTI
DINN DY N7 NYIVWN NNMN INTIAYD .07 MNT NUNIYY THPNNPN M0 DD ,DINNVIPD
D29 NNY MIOXNN

ANIND NMNN NVXY AN PITID PNIYN 1INV N 2/DIN DY OTINDD DM DY 7IPINd
MIINDT PHVIAN NVOY NN PRI PNYN AININIIN ONT 277N NOWN | (Medal for Merit )
.(National Security Medal)
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(1983-1892) 193N ©IMa (1969—-1891) 1347799 ONOYIMN
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AB Cryptoteknik a0

AB Cryptoteknik N8N B-21 1OMIVPONN MASNN NNDN NNINNN NMIVYN ONIYN NNNDN 1Y
370300 NNMIND NNOND ©OAN NNV [ (Arthur Scherbius) 029 NNIN oY NONNN NNONA
.DYNMON DYTTNN DI DY NINDY ,NIDIVN N TH NNMN MTIY

DNMIND NNITA NVYYI PYINN DIVON INYITT X9 DYY — NDTIYW RIAND — MNY NINRDIA NN B-21 NN
TN ,B-21 195 MI9NN NI ININ DY DYaY ,B-211 DIT NN WIIY — NN NANY ,Scherbius & Ritter NININ
DY ,B-211 YW NDI MNYINT NYI22 NIXMY ININN NN NPINYNIY — MXYIND N2 ,9) VID HY DTN
DINRPYIIND YT MDY NI MIANNN MNDN) 19721 TIININ MINNY ,K-37 DV NP PP NPMN

4 (B-21 nY910 DY MNINND 'NOTY YN Purplen Red

1937 W) ,(C NITD) MHYND KYY DMINMIVPIN MM YPWIN NITO NN’ AB Cryptoteknik 172N
190 8.6 NINN ,C-38 DWA MITNIVPIR MAXN NNIN YW N¥ON NMDT NN 27NIN KI¥Y 77N
.01 DIMIND TIND T2 DIID — 19T

1 .9 M2 Smith Corona N2°ND1N MNIN NIANA 1IN NINON 140,000 M-209 DWA NIXRIPI NNDNN
5. ONMP NNNDNAY NIV OIWN NNNDNIA 27NN NIAND NTYN 2XIT2 NDY2IN NIONNN NN NNMN

NIDMIVPIN NIONN NN
B-21
MY NNMAY NIONN NNON
1925
NNDNN DM DTTINNN NNINDN
NNMNY, 0PI NNIN DV
, NN NNPIIND ©IOIN
925, N0V NIRDINA,NIONN
PTAVD) NOINY ,MININD
Crypto AG M2>TNX2

1IN .2023 59 — Y7OWN AN, DIWPNM IWPN 5N Y9N ANXIND NMNYN ,ANIIN 11 N7 3
https://www.amutakesher.org.il/_Uploads/dbsAttachedFiles/Enigma_1.01.pdf
LJDONNIN OX ;5 (16 My ,5 1yn 19N, TICOM Vol. 1) 13 1219102 NI9NINY PNOINN NNAYNN NN NIYAY INONN DONPMINNA - 4
A% 721902 MANINY NNIAYNN NN NIYAY ININN DN DIPHVIND
1IN .163 'y ,William F. Friedman, Six Lectures on Cryptology, NSA, 1965, NSA Ref ID: A2119475, released 30 July 2014
https://www.nsa.gov/portals/75/documents/news-features/declassified-documents/friedman-
documents/publications/ACC15281/41785109082412.pdf
DN DX PINNY NN NNV MNNIN MAXNN NNDN YD PYIN DN WO (6 NN ,19NY) 1979 MHw NWIY NRYINI
TN 700 DINNIY 791D NIN Y INININD NN YY NOOANN ,Cipher Device 39 ,NNMINN
TICOM NNNOY NMVMIITINPINN TPRYN N0 MY HWIN NMIVN DN NNNDNIA SNNIN IMSN DY YN
SY D»RTPN MNDY 1DIVINY DITNHD DTN 1T N0 1YY NNNSHNN DIN IXIPY . (Target Intelligence Committee)
NIPNY RYNL IPOYY DN NN SYIN DY PPN ISYN OINTDN XIAXD MTID DIOX DY ¥TPYI 717120 NN NININ
992NN 1T MY .01 D¥INDN NIXT DN IN,2009 MY TY TID NIIWIN TIRYN NN I MDY TP DIINDN
TN TYINN JOT TWNI NIYON Y95 772 TN ,M-209 DY NIXINY NNAYNNN DIVNN 30 Ty 10 NIYAD INIXN DINNN
.5y , TICOM, European Axis SIGINT, Vol. I, 1 May 1946, NSA DOCID 3560861, released 6 January 2009 .Y0pV Iy 90N 1M
https://www.nsa.gov/portals/75/documents/news-features/declassified-documents/european-axis-sigint/volume_1_synopsis.pdf : Y9
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Crypto AG n9an

PONYN 1948 MY NNV TP PYI MDD NYNY NPPPN NPTV NN NIV ODIYN NNNN DINA
1952 >NN2 1372) ,pW) MDD NN KOV TPHIV DTN ,ONYD DTIVN 1MV DX PHIN DN
,MYTNN 192N N2y AB Cryptoteknik 7 Tawn N12NN DY MWan .Crypto AG NN NX MMV DOPN
NN 97 POIN ©INA .NN1ANN DN Hagelin Cryptos DWN AW POIN DY PONINN DY NNYD 1)

6.1970 MWIA MY TY NI2NN

Y2193 NN HY THYN NPNVIYI NPYINPHNI NN ,00WN NNNDN MAPY DININD NPNY ,NH2NND
DYNY DMIMIVPIHN DNV ,NNXT TININOV MNNANT TN ,MANNN TP Nya NN
I0INDY DINTPNN NP0 12357 TWNNY ,DPNIVPIN

Boris Hagelin, Die Geschichte der "Hagelin Cryptos”, Crypto AG, 1979 6
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IANNN NNDN) DMIDIMNIVPIN MM PYIN NXM MM’ NTPNNN NIAND MNYKIN PNNYI
NMAYN MANNY MNON MY NYNN 1953 mva 7,(CX-52 NNND NMIYNXIN 7PNNVIA 1YYINN
YNNI PPN OITH) Zug VYA DY NP 1966 MW (T-52 NNND NNYNIN NNDNMN) DMIVIIDV
TN MY NONN 807N NNV NIPNNDY NIVPIN MAXN TP XN NHNN 6070 NIV PNV (NY>DI NYV
™INA ,OTPNN PN MAXN TYY TPIMNPOY NYNNY ,NHINN .MDINA VINOY DY DDIANN NN

TN 120799 MAST TN NOND NMYNN ,1PNONOVN

,(on-line) NMPN NVIYA BMVIIV MANNY MNITVPIN PYIN PIYD KX 1969 MIVA : NIANN MININ P
PYIN ,H-460 Y1TOPIN MM PWIN PIYD NXY 1970 NIV, DXINNI NN YT NN PA WINY , T-450
2wN DY (Shift Register) NPT MINI WIDOW NUYY NUNRIN PWINN ,(off line) MIMNPN KXY NVIVA MANN
NNDT AN DY DD ,CV-096 NPLPL DN MNYID MAXN PYIN PIYD R 1971 MV DINDD
VIO 2N MAXN PYIN PIYY KX 1972 MY .7MNDY D) 1NN P2 POV ,W7OP 9.6 A¥PA NOINON
IVOIND ION P2 POV ,WION 2.3 DY NNONN A¥PA ,MCC-314 ,0M0pvL NAOVL YT PPV
wMN 11 ,HC-590 , 00N NNYPN MNWIY MANN PWIN PIYD K 807D NIV NYNNA .MIAYDNM
YN PIYY RN 9071 NNV NDXNNA 68000 NOINVIN TAVN DY ,(NINDINA NDI) MIDNA NMIANNN DIMINVIN
NYNNDY,YWIO0 2,400 DY ANPA NIV IXITY DY NOYAND ,ATIPN DY YOVINT 198N 119DV ,HC-3300 NN
, N DIV DIV DY PYINN HY NINWN NDI ,HC-2203 NIDXNN PWIN PIvD XY 2000 DY
PYIN PIYY XY 200070 NNV NDINNA .MIANN MINNN DY 3IIN NN ,W7HD 19,200 DV AXP TV Dy

12320 MIANN OY GSM 79 M990 DAYV  HC-2423 maNn

HAGELIN-CRYPTOS ——

P2 ©NAY NN

CRYPTO AG

.H-54 DWa 721073 KX 2y NON DXPWIN NINMY  Hell 11031 NIINT DXPWINN N1 1PWI 1190 Crypto AG 7
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Crypto AG ma*1Na ,1976 ,\*MV ,Zuga Crypto AG Jyamn

3987 NNIN
MIIMMIVPIN
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PIYY NN NNONN
,1952 myva
NMRD NOHNM
M-209 195 ,mNTP
Crypto AG M2 T2



9NN NNIN
NMIVPIN
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,N19P1N 0y ONHN
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Crypto AG Mm2>TNa

398101 NN
NNIVPINND
T-450 NMHWYNIN
IV NN NNONN
1967 mwa
Crypto AG Mm2>TNa

98NN NN
H-460 599909 poNN
IV NN NNONN
1970 mwa
Crypto AG Mm2>TNa



980 NIIYN
MmNV NMN1Y
07932 MVPY 119
CSE-280
N3A5IMN
VOPN/ATYVNN
17°N%) SE-035
PYONI (NMPOY
CV-096 Masn
L(NnNn NN
MY PIYY IR
1976
Crypto AG m2>TNa

198N YN
T NNYPNY
MVPL PILYL
MCC-314
vION 2.3 28p2
Crypto AG Mm2>TNa

M99 OYOTINNN

Crypto AG 2 N9 MNPV 9272 Twn | (Peter Frutiger) 9»0YI9 909 ©wa ,Crypto AG™ Tayw DN
NODY,TYN HY NINONA YLD »15,1977 MV PYNTI DMIY 190N T2 IPVIN .BND 0N P IND
N2YNN DX NXIIPY 1N XOW NSAT PMYNN NRT MIAPYA .X¥QY MYDIN N7 [ 1POmnn IRYIN
- CIA DY TWPY TID 9MVY NV ,(Heinz Wagner) 730 X970 Crypto AG 97901,/ N0 DY mOOUMYOTN
JOPY DY NNPYD DTINNN NN PPOYNY PYNNY YWY 120V ,CIAT NI NMINY — OTHINKN NN IV ,BND

9901 INNRY NPNWY NNV ,(Mengia Caflisch) ¥997 100 977 0P3320 NOTINN 0N ©») 1978 miva
MWTINAD NIV Q0N DTN BY TN ,Crypto AG XN ‘MY NITIX WP 27NN DIV
,HC-570 DY10179501 NN PYIN NNIYN DX NIYAY NPNNY VIV TIT TN, (Juerg Spoerndli)
,UTN DNPININ NN DNV 190N MINNY ,/NPYI MVYD’ NPWNN YWIDIP . T192 NPMIN 100 NP NN
DIV NN NIXY NOMIND .NINT TN DIDNINNY 295 1I8PY HC-740 MNOM 507 1577 NN NI ,Nva
MTYN DX DPVN NYIND NNNIND .MV DIPIAD 1PNV 1IN T20W NMNDNN 507 NI»N 1P NOOWN
NMNTY NPIPT NIANNY MPONR IWNN CIA BND .1I2NN I NININN NMI2NWN 1272 ©X0HNNN
PITN INRDMP NN IR NTAVN 112N NNID NITYD) POHNN INXN NN YOI’ DIV N2



DY TAYY ,PNNVPIPN DINNL MINT P OV DINPILYI NPPVNNNY NN ,(Kjell-Ove Widman)
VIOV DY YN £ 570D MY MPTY ,NIIND YT YD DN DTN .OMTIVN 1IN MY
MPYT22 D> XD DXPWINN MYNIN 2D 19PN CIAT BNDN .mMMpoN NXY — 172NN YOTINN NN

MYIPN NPVLDVLLD

DN VIOV YITN,TIOPID NNNDNA DXVIIAN T2 I MOV INNNY NTYN NPVNIN TUNRDI 1982 Mva
JPAYONDY NI WITNN TPNN TR ,OVIVA 7P PITYY JWPN TPN 72V NSANVY

NN

,Crypto AG S¥ M on 1N ,(Hans Bihler) 9912 ©INN NWI9Y CIAD YW Tpn OV XN (Hydra) N0
?.0%29Y10 112 XMWY NPTH MTID NIIYN NHWRIA NN ISV

NN DWYNRNY INRD ,1986 D7I19N2 2102 DY TY> NINAND DORPIVIN DININMN NOYW 1T 19310 27NIN NOW)
) PIATA PN YN 2297 WOIN 3 NI 1A ,)PD22 52D NDODN PTVIN NIND DY NI0N NN 2D
NN NN DY IV NMPTY YNINN DX YNID NTIPO NODP PYI2 NN PN MPNYN
NYNNYN 2DV DYDY RPN .TINDND MPNYN DY INAYNN DN DNV 27DINY 2 7D PIATH
9212 DIND DY 'NMNND NN NP MYIRY ,TIVND NYNN ,Crypto AG NIXIN MANN TYN NN 9N

ANPND MYONN DY NN PNV Crypto AG YW M1HONN WK ,(Hans Biihler)

VIONY TPNNY DIPDY NI NN YOIV |51 12 IN ,7912 DIND ,1992 ININ192,190 INND DNY WY
YTV INY) 9912 DINNY ONY 00 IN) LYPOY PNV MNLOIYY M9 Crypto AG .05y ,PIINPY oy
9972 YIXMNVY MIDIONP 1) .NNIIYN NI NPNIIDD DMINPN NPTH MTID PIAYNY MYV DINPND
199 HW 990 Crypto AG NN 191N INNRD DOWTIN NYYN /NYP YD0IN 2810 NI YD NPT, NID ININ

APNYY TN 99NV 9912 DINMY L, (991D DHWD 290 CIAT .BND 29930 1120 MYV > DY) DT

DOINPNNIY TIN YIVIN,TININ 270N DWW 112N MW Crypto AG P2 VPN DY 92T YT KD 9912 DIND
NIV 1994 NIV PIRIND I P NN DX YAN 010 XID TYNND DNN INY NIAND DY W
NIYONRY (backdoor) /MPINN NOT NNMN INTDPND 1IDNIY MIANNN Y PYWINIY WOI NV 7DPPNOV
OPNVINY TY,09v10 N2 DMY NN NWINN 10,9512 DIND DX NYAN NYININ NIANN NNV NNIYI

TN WD NPIDN MOVIN ; NDITI NININ NINY NPVININ — Crypto AG MIMPY 2YN NN RO NYION
TPINTINI NN LIN ; PRIYN NIY NN NIXY,NINN DY DITHN MPON,1TIYoN 29y ; 11NN
ST 0YND THN YIDID NDUNN RPN, NINT NNIVD .M MORY NNOYN DINNDY,MITYN NOYN

VIPN — NNT OY .DIMIN INY XD TN, MDY9N NNY TONN2 YXMNND PINVIAN VPN 7P1 9912 DIND VPN
.1993 9290902 NI2ANNN 2NN PN MY NYWIIAY XA /DNHN 1) NN 12WY WP 1PN 1912 DIND

DOTPNR APNN PNIN YT HTIYT 1IN NY,1994 MW Ty 17102 Ty P Nome - 8
Iran arrests Swiss man for ‘espionage’, UPI, 30 March 1992  °

(MPT 34) 2009 ,9912 DIND DY PR NI YIPR DY IHMWN YT (PDNNRD) 1 nodpn - 10
https://www.prosefights2.org/irp2014/p051315/swissradio.mp3
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Crypto AG nYH99 NaYYUnN

BND 1 NSAT P2 D)WY MIVY TYNI M) NITT MPTH DY MIAXINT NNIAYNN NNIP ,NYION
IND 910092 PNV NNWNRID NAWN) ,Crypto AG Y12 990 MIFSNN TPNI 'MWYIIN NYINY MYSHNI
0257 NSA DNY TUNIY NYV NMYN AND .NSAT YY MIANd NITO NN L1995 930871 1072
X NYTPN DX VORI ,0N2 NN NN PINND 2T ,Crypto AG DWW MISNNN TYND MYOIN INXWN2
NSA- N N2V T2 DY NPITY N12N2 92YYWH DI TAIVN ION) ,PIIVYN NX WNYI (D099 IXI) Y1390
»2n> 11, Crypto AG™ DOWTN NIANN YPWINY "IN P02 NONNWN ,(Nora L. Mackebee) »apn N9 ova
Crypto AG NYMiNY, D 02 MIDN MONINI MNYNINY NYLY ,Crypto AG 2 DXINN DI TV IR NIYN
.Crypto AG™ 1981 TYY Y1970 17090 DYTTA MMPOY 725 XXaN DIV .NYN MNYNN NYINON

L NNOVYAN NIY NN THYHNAINIYNN XD NIMPON N

ZDF 1770 NN 7PHNYVN Y 0010 POIPYN NPIPYN T 2020 AN 1Y NAVN) NIYIN
qQUN ,DXRNMYN OTY YNV CIAT DY M0N TRDN DY WYY 010797 12 .SRF I8N MMM 1IN
.BND"5 CIA®S ,NSA™S Crypto AG™ 231 ©YN1A P2 IWPN DY NdPNVDNN NN

9N AININNMD ,NYIAN DY DIV VYN MPYNN

TN OMDN P TIN PYND WPNN 27NN 1IN NPNDD L5070 NNIYA /NIPN NHNDHTY NDPNN2
NTYY N30 715991 DINN PRPIIIND 112N DY /NN NPT NNMON IT .M MPTN OV nNWpno
MY ,NSA 27092 MNIND PNVIAY MIDON NNPM PNV NOWIN P2 (Brownell Committee) 93INXI2
P2 PN OOYMYNYN DYDY MPNNA WIND NSATD DY TN /TPPWTIN NOVOYN wwnn 13,1952
YN L7900 DY MOONYN YSANY Tunna TN ,Crypto AG DY 'NYOVUNN YN DMIPOYN DININN
MO YPO) DXPY DIMDUNN N POIN L, PYWTING 10T DIRPIINND : DITINN MY NN NPYY

XM

MDY TON PTINN IYPN .MANNL IPOYY 27NINI DMNDINN DY WP POIN DN N 1935 mvn
NNNoNA M-209 MIANN YPWIN NN A7NIND YOY POIN DY NINNM L1937 IV 1TI97 PO P2
14 9upn DN PN 0N

PNVLID NNDY POIN ONA P2 97V 'NMINDVYY NNIDN YITI9 DNXIDMN NN NNPN 1954 Mva
ONN TYY 91910 XY ,MYAd ¥ NSATIY TP P 0> PHIN 9N 79D ,NSA 271N YDIND

Scott Shane, Tom Bowman, RIGGING THE GAME Spy sting: Few at the Swiss factory knew the mysterious visitors were pulling off a

stunning intelligence coup — perhaps the most audacious in the National Security Agency’s long war on foreign codes; NO SUCH

AGENCY, The Baltimore Sun, 10 December 1995

N9
https://www.baltimoresun.com/1995/12/10/rigging-the-game-spy-sting-few-at-the-swiss-factory-knew-the-mysterious-visitors-were-

pulling-off-a-stunning-intelligence-coup-perhaps-the-most-audacious-in-the-national-security-agencys-long-war-on-f/

Greg Miller, “The intelligence coup of the century’: for decades, the CIA read the encrypted communications of allies and adversaries,

the Washington Post, 11 February 2020

/https://www.washingtonpost.com/graphics/2020/world/national-security/cia-crypto-encryption-machines-espionage : X9

Thomas L. Burns, The Origins of the National Security Agency 1940-1953, United States Cryptological History, Series V, Volume 1,

Center for Cryptologic History, NSA, 1990, NSA DOCID: 3109065, released 2 March 2007

https://www.govinfo.gov/content/pkg/GOVPUB-D-PURL -gp073503/pdf/GOVPUB-D-PURL -gp0o73503.pdf : X9

Draft of Historical Record for Boris Hagelin, NSA REF ID: A61628, released 13 November 2014 '

X9

https://www.nsa.gov/Portals/75/documents/news-features/declassified-documents/friedman-documents/reports-
research/FOLDER_110/42030699106951.pdf
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https://www.govinfo.gov/content/pkg/GOVPUB-D-PURL-gpo73503/pdf/GOVPUB-D-PURL-gpo73503.pdf
https://www.nsa.gov/Portals/75/documents/news-features/declassified-documents/friedman-documents/reports-research/FOLDER_110/42030699106951.pdf
https://www.nsa.gov/Portals/75/documents/news-features/declassified-documents/friedman-documents/reports-research/FOLDER_110/42030699106951.pdf

DYDY NN N NNOON NANMN TYNNL A7DIND NI2Y PN NNOYND .MMMIDN MPTID
P90 DN HYW INYIIH DY NN NYWIDID NNYNXI 21D MOT NPRPIININD

PITI ORI P2 MNODNN PRIV IR GUIN 1955 IN1I1292 Crypto AG™ 1272919 DN HY P22 DD
MOV 'MYNIN’ 1IN (C-52, CX-52) MWYTNN MAXNN MNINIA : 1N PAY,NY NNINA PYIN ©NIY
MIYSTN NN9N DY DXODIANN MIANN YPYIN DND N NN Crypto AG ,POHnD IS Pa
DYTPY NYIYHDY Y7ONI YYD MNINN NDIDN NYIN TINND MVIN ITI ,(OTT — One Time Tape)
TN NN T OID0N HHI AN P2 15.7)9NN TN XYMD NININ NOWYNNN YINNY NN NPPPN

JPTIVON 29Y,MNI0,PRVY RN (I0I2 )10902) 1T, 051800 MmN

,(1956 MWL) MININID ROW NN L1957 920872 Crypto AG2 0TI DX HY GO NPra DIDD
P22 IRNN PN P2Y,Crypto AG 171752 POIN OINA ,JRTI9 DOXODM P2 IDPVIND IWPN NN GUIN
16. 71935752 DIDOYD NN WYY MO THXN YOINITOPIN NTY /NP MITTHL ONPTY Zuga Hyona
SY DMVYN DMXTAY; (MINPN NIONND NIMNPN KD NIANNN 2YN) DXIVIIADVY MAXN YPYIN MM’
DXT :/MANNN PHIN'A NI NY DTN /OXNXT NWIDY INNN DIDN) CD-551 T-55 MANNN YPWIN
DIDNT NN PITIY PN POIN DN .(MINK MPTNID OXTY NPT MPTHY DXIT ,17ON) M TNID
NI, 712992 DI NN P2V Crypto AG P2 NIMNID MIAYNNI NPNINN 11N NNIDIDY 1IN MINSVYIN

17.(B0) 12 12 129 12 PN WP DOWPA MY )T

.(Spartan) JVI9D Y8 SNM PO © NI CIAT A (Licensing Agreement) DOON DNN) 1960 MvA
22> POIN ONA .TIVYDY N\INYD IPORI MNTND P MAND TPX NONN Crypto AG YD yap DI0NN
172NN MO /NI PITIDIT QON 75 DWW O MY DIVYNYMTIAN NI N2Y 10T 10 0.6 DY DIXNIONN

.MV NN YPWIN PAIND MNNDN NPV

.MYaY Y7> NSATIY MDD NN NPINK DT M TNHY N1 Crypto AG ,NSA DY NNOONI

12N MPY : (Thesaurus) ©YNININ Y820 HNM Crypto AG DY DP¥9 D10 PO DN w9 1970 niva
91 25 NN Crypto AG™a NVYVN NX WY CIA 270N DY 1IN 11N NN BND 0NN
(PNYT NYSN NOYN YNINN 1NN MPYY INNRD DT NYIITIN) MMV PII9

oY DONMLPN DTN VDY NSAM ,DMNIVPON MANN YPYIN I8»D N 19NN Crypto AG
AND TI2ANN MM ,MANNN TP DINNA NP1 NN NTNRYN NN NN Crypto AG NN DI PYIN

YN OMTY WI OYINTD NPIIN D WYNN .TYIND AT T9VINY 90 12 IR ,PUON © NI NN 1982 miva
DY Zug Hyana Poxn DY 1TIVN1A 1y, PN 97112 MY T2V 1PNV DY MIDN ,CIA VWX NMINT

Report of Visit to Crypto AG (Hagelin), William F. Friedman, Special Assistant to the Director, NSA 21-28 February 1955, NSA  '°
Archive ID: 2436259, released on 22 July 2014
NI
https://www.nsa.gov/portals/75/documents/news-features/declassified-documents/friedman-
documents/correspondence/FOLDER_117/41772899081198.pdf
PON K JRTI9W NI L1955 MIVN 920 2050 DDIANIY 1943 MWN DINPIININYD 19 PN, Tempest NNOHNN ,NT Nw 1°
David G. Boak, A History of U.S. Communications Security, Volume I, NSA, July 1973, declassified 14 October .3>NINN DY 1Y YT
https://www.archives.gov/files/declassification/iscap/pdf/2009-049-docl.pdf : W7 .92 1y ,2015
Hagelin Negotiations, Memorandum for the Record, William F. Friedman, 10 January 1958, NSA Archive ID: A60669, released 24 v
July 2014
https://nsarchive.gwu.edu/sites/default/files/documents/6779397/National-Security-Archive-20-Draft-of-William.pdf : 39
]\J‘\DQ‘J TIO 9GMVY PN NY NIN 1970 920212 27NN DIDIT MINDIA X ,ANAN PN 27NN NN PNV ,]’Wﬂ A}
LOMINTM
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DTV 1IN XD PUIN DN .CIAT 1IINRD 1IN NON DIINDN . TPYNNI TRDN DI NNN PIIDI ) 1PIIND
.1983 92HVADA 7-1 VAN ,N712N2

.(Minerva) 1291 NNND Crypto AG .(Rubicon) 112110 DIMNIND ¥Y8IND 7PN OW MY 1987 mva
.(Navaho) YNXNNI NNND NZYNVII NN (Olympia) 79D9IN NNND NINTN DINYO NN

TIND 17251 927N .00 1Y ©INNY WITI BNDM CIA-T,Crypto AG 11129102 171 19NN 901 NMva
.BND 5y

DY MANT TP NPINY LN NOWNN DY NMDTYN NNWN 1990 1IVPIND 1IN TINN MINN
DYDY, 020N DY DTN YNIND DY NN MDYN .1PDY NOIPN NNMN XD IITT> MNTHD MUNNY
I DY DMMINDTPAN DXONN NIIWNA WINY NOOWND WYNN DX NDTHN (D2¥D NNI) 9912 OIND

18 7992n2 NVYYWN YYD 19N CIAT ,MPPYaNN BND 10N 112N MY w9 1993 miva

97) DY HYDNDHN NDIIN PN DY NNNN I MNINKRD NPNNVWA Crypto AG H¥ MMPHN NYW DY VIN

JPDYTT NOTHD M MPTNI,A7NIN DY 1NN

THE AMERICAS EUROPE AFRICA MIDDLE EAST REST OF ASIA
Argentina Austria Algeria Iran Bangladesh
Brazil Czechoslovakia Angola Iraq Burma
Chile Greece Egypt Jordan India
Colombia Hungary Gabon Kuwait Indonesia
Honduras Ireland Ghana Lebanon Japan
Mexico Italy Guinea Oman Malaysia
Nicaragua Portugal Ivory Coast Qatar Pakistan
Peru Romania Libya Saudi Arabia Philippines
Uruguay Spain Mauritius Syria South Korea
Venezuela Turkey Morocco U.AE. Thailand
Vatican City Nigeria Vietham
Yugoslavia Rep. of the Congo
South Africa
Sudan
Tanzania
WORLDWIDE Tunisia
ORGANIZATION Zaire
United Nations Zimbabwe

Crypto AG™ D98N 198 YWIIYW M1 62 HYW N1IPY — 2020 INIH29 , VDI PVIPYNI DIDIIN

AN YPYINI VINOWN 9IN NN 1Y DXAVNNM NNYPNN DIy DININIVN DMPYN DNV DY
S NNYN DTPNMIDTYY PYTIND 29710 YTY ; IANM 1PYWIN DIPNA MIDIN MMV WHNYNY 72y DIWN

X711 1872 9TWY "Geheimoperation 'Rubikon'. Der grofite Coup des BND" Y10IIPITN ©IDA ,ZDF »NNN PPNLN Yy 18
72 ANPY MYOINY DY MIANN TP /DMPYTIN DXTYY HYW YO WNn NN VIV YN WHnNwn BNDNY YV ,2020
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TINVTN YIN0N NYN OYNINN 1NIPDN NIDIN MYPWNN 1NN NTHY KD YNIND TUWNN SW NOWIND
.MMNON Crypto AG S¥ NPNN OVIMDI MINDY TON YNINN NN NN NIPNYN 2013 NIV YTHD

“ CyOne ,7m72N *NYH NYNanM ,CIAT MIAPY NN NPNNY NPOYA ,2019 Nwa N0 Crypto AG NHaN
AON IaY Crypto AG SYWIND PONY DI 1P DX WO ,Crypto International AG

YA °90V3199990 NPPNN

920212 DTNY 64 12 AT NNDIN NYIIN DX 7PN MIXMNYN VINTINL PNVIIN NV SV MIYN DTN
owva ,oomny 100 3 ,CIAT YU Ppn AT MPYY 9amn T on TNsY 19.2020
MON) MNON M NMT .50 NNWN Crypto AG2 CIAT MIANYN DX IWNONY ,‘MINERVA — A History’

.D1D792

YTIRD YN ONY NNMM 1993 NIvN 112N CIAT M2V DY IWT PN 1PN DMPYY MYL DTYNN
MPPND WD NI QNI ,DTYND T2 DY INT XD DN TN ,29 Y0 OND 7PNV T MDY MYNNINI HNNIY
D02 PN YD MPYNI INMNONY MPPN ,1995 — 1994 DNV D12 DIND NYIDL NMIDITON NIVWNHN

.192NN T MTYND

00N NN TPWN NDB (Nachrichtendienst des Bundes) ¥*1Wa 99797 1120 MWW TY NIRYND NTINN
NNPN Y PNY T ,PINT IMDND 29 Y051 112 NN DY PIYPY WNV 11NN

ONTNI NYNN VDD NPAY NN NIANNY NI2N DY INDNI I3 112 MY NOWI D Nyap NTYNN
THD NYDYDA NYXAN NYINDI NN DY RINOT NNPWII DIVIIAD DIVAD NN 1ID), 10702 N TN NOINY
Rapialy

,2NWA 009 DN INY MNVIY WIDIWD 'WON MANN TPN NPAD KD Crypto AG D NRXND NTYNN
29 NNy L2018 Mva NN 1987 Mmvwa NNPINY ,0mnisec AG ,NINN NINNY NHIN TN

mnym 01’0

MIYY .INNN DY DXNININD 112N SYSINN TAX 7PN ,)NP22)T DINININ V0 TIPN MNYA ,YNIND
,Crypto AG N72N ,/NAI0ND WONY MBSNN TPSI WHNYN ,MIN NPMDT M7 Sv mad
S5v DIVNN YTRN MMNMPHRNR TNN 7 NTY,INIYSY YTNRN VI NN IVDIN MIANNN TPN MYHINT
OV TIPYTIND MDYNN NN YWINND YN .7PINKY NIPN DNNDNRD NNPNA DIRPIIIND DINNN

1INNTY 2YNIND DXIVN NININ PNIYM,NNYPND NIIND

Fall Crypto AG Bericht der Geschaftspriifungsdelegation der Eidgendssischen Réate vom 2, Geschéaftsprifungskommissionen , 10 .

November 2020
https://www.parlament.ch/centers/documents/de/bericht-gpdel-2020-11-10-d.pdf : X9
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TIRN 20 107NN D3N 1771 717 : 0501 CIAT AT ,2020 ININ290 VDI PNOLIPYN DIDION 29D
NTWPNA NXR R1TP? N7 1120 N"2TUNA 1717371 27717187 07210 01120 10270 N17T M200N
20 T MMTN (WW 1R WNN TY *21R7) N0 *T* 2D MN9? 1070 7M™ 070N

SINDT NNHNVLYAY NPTH DY NPNXYN NMPNDNOVN MDD MDYN NN MY NNN Crypto AG MDY
MAINK MPTN Y MMIND PNV YNAD NPNDNOV MNNYN DY NN NN

79¥9 2017 ,\*MVY , Steinhausen-a Crypto AG Yy

Crypto AG M2>TNa

L PIIYT I, A7NAN POIPPTIN NIW NNOW 1771 ,1976 TIWN Maximator NN MOMWN MPTHY AN 1N 20

DTV N9IY,TIOMN
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yath Y

: DYWYPRN DY NP MINNN 81 Crypto AGT 193N DN /MDY DY INDIMNID NN

WX MY
MTY NX DIV TV PIYYND |, YI27INA TON (Boris Casear Wilhelm Hagelin) 950 ©> 112 1892
221 NNAVN NIAY IPRA T VN
.D2INPILYA MOV NVIDIDNINI MNDN NOTIN YT DD PYIN DM 1914
173N 1>7awa YT9» Arvid Gerhard Damm 72w ©7NMY ,Olof Gyldén >7avw SN PNp 1915
.AB Cryptograph D2 ,,maNm TP 7I¥») MNdad
DMWY 101D (123N D112 DY »ax ,Karl Wilhelm Hagelin) P90 nNawm 521 nnavn 1921
.AB Cryptograph
.D9057 Y5 ,AB Cryptograph> 7080 PYIN D12 1922
.AB Cryptograph Nn92n v 5951 5D nn Pon N1 1925
Y92y AB Cryptograph 1720 Y9221,1°9510 ©112 YW ym>yaa ,AB Cryptoteknik n92n ﬂbp;n 1932
TON
NMINN C-38 MIAXNN NNDN DY NEMN NPT NN 27NIN RAXD N9 AB Cryptoteknik
NNMN N .M 140,000 NINN 1IN M-209 DWA 270N NINY INDINN .A9IT D 8.6 1937
VN DWW NNNDHN 27NN NANA DTYN MIVTD MIANNN NNON
WY 921y PO DM 1948
.AB Cryptoteknik m>»¥9 NN YN >Ny ,Crypto AG NI2N NN NI D¥PN POIN D2
.Zug y1 Hyan N pn Crypto A 1952
MY KOO DIIWN M TN DD OY NNDY NYI 1DV NITNI NNV
795 ,NSA 277982 MIND )INVAD NN POIN DN P2 97¥2 'NMINOVYY NNOON
DIDNON MINTNID MIANN TIPS DD NI ,MYAY YT NSANIY TN P D7 PO ©N2
27NN NY2Y POIN NNAYNH 1954
72NN NYIIIY MIYRI 21 PO MIT NPRPIIDND NMNIDY MINI /NNINOVIIN NNIDNN
9N ©YN1 HY NV DY
JPRVY NN MMNMON MPTHY CX-52 NIaNN Y PWon MXWNA 110N Crypto AG 1957
DM PN, INAY,MATONY YTV NN, DINTON
TNV AB Cryptoteknik™a 9181 MDY NPOON 1958
7NN TPN 9NN Crypto AG .CIA™ P21 D12 2 DIDN ONN) : (Spartan) YOI YNIN
T2Y YT ) 0.6 DY DMIDNN AP POIN DN .TIYDY ONYD 1PON) MNTHY P
LIPPY NIAND NN NI PIT IDNT QOR 75 DY oMY DDV /MTIAR MO0’ 1960
.MV MANN YPYIN IR MNNN
DYIT2 MPTNY NIYAY Y7 NSATIV NN MNIN 179N Crypto AG ,NSAN DY NNODN2
PN
VIDY NNYYY ,CX-52M ,MNVYNI THINIVPIN MANN NN Pwd NN Crypto AG
LYY NSAT .DMNVDIIIV MYNNNI WMNY IR W DY (Shift Register) NPT N2 1965
T PYWON DY OMIDIVDIPN DTN
.Zug Syannmn NYOI MpT WY ,Steinhausen Y2 GO HYaN NP Crypto AG 1966
.Crypto AG 91171 w9 YN 0N
AN DY TIDIND 11PN NNDIDI BND 200N 112N MDY : (Thesaurus) DINNIN YNIN
NNYYI NYIIIN DIV 2219 11D 25 NN Crypto AGa NVYYN NKR DXWO CIA 1970
NYT YN NDYN YNIIND 11PN MPYY INKD
AN NN NN NPIOIMN ,H-460 ,7PNIVPIN MAXN NNDN PIYD NNONIN Crypto AG
NMDNIVPON
,IINT YND DT YN OLINT NPIIN ¥ WWNN . TYINM 1ITD 19WIN,90 12,0310 DY M2
95197 PHIOY )PIIND DY T2y, 1PUON DN MN1AY TN )1PNVODIN DY MIDNA ,CIA VN 1982
.CIA" 1IN 112N NON DYINDN . PYNNI THON
.09 PHIN O 1983
.(Minerva) 12951 NNNA Crypto AG .(Rubicon) 11272130 DYNININND NNV YNIND 7PN OV
INNRNNY NN NNV NIAM (Olympia) MOMIIN NNND NNV VIO NIAN 1987
.(Navaho)
98y ,Crypto AG 5S¢ mo1n YN (Hans Blhler) 9912 ©3XND — (Hydra) NN NYI9 1992
9019 ,IADYT YOI HY 991D NNDIY NHIANNY INNRD DOWTIN NYYN INND TNV 1NN
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W9IN MY
NOT NN INIIND 1IN0V NIANNN YPWINIY WO 91PN 1) ,NIINN NN YaN ,NH2NNN
2912 DIND NN NYANY NYINON NIAND .NNAYNN NNYD NN NIWINRY (backdoor) /N7INN
PNVINY TY ,09¢0 N2 DY NI NYIN
.20 WA MINN NN NMPYY MDON NNX INOI N

.172N2 NVYOYN YYD TN CIAT ,NDOWND WWNN YD MNNIN 11PN MDY 1993

Cryto AG .9212 DIXND NYI DY INNND 1955 920872 DDI9 RO INDOVIID ORNIMY 1995
SIYT RUNA PROYTY,NYINON

9912 DIND DY PN PR DY NNINN IV NNV PTIN 2009
Ty 1939 ©MOHYNN ,)NTI9 ONXODMND DINYPN (09T 52,000) ©510D1N 7,600 99NY NSAN

1969 2014
DNO0NN NYIANN 0NN ,Crypto AGIN/A POIN ©NIAD DXONMNN DIINDNNN 400
.1954 nv HY /mINSLY NN

.09 7911 DIND 2018

3 CyOne mMann .CIAT Mapy DX IpNHY Npowa ,NNo) Crypto AG NHaN 2019
APOR 112 Crypto AG YWIND PON DMININN IP NN IV Crypto International AG

ZDF 1070 MN8N PNOLN Y VDI NOVIVPYN NIOYN YT QUN) NPXANT YNaIN 2020
.SRF »M¥MYN MYNOVN NI
SN HWNNY MmN TN N9 CyOne NN

NN NPXND NIAND .MANN YPYWIN DY NITO DDA NIOM Crypto International AG N92N 15 1Y
NNV ,MONN PPYIN DINNL DY MTAIDND MPINNN MIIND NNND NNNY
YTI0 DIND MNYN DI NMINI MTTHINNND ,0OND1 DI PNINPYY
MNP 12y N9y

DOYOP PN (12 NIYN,2¥9) VDI NVLIPYNA DIDIN .qUNI DIV ‘MINERVA - A History’” ,CIA 700N
NI DNIXIND ,NHN

9OINA ACCA7111 >1n2 PR ,NSAT T2 qun) 1969 Ty 1943 DOWA PYIM YT P NMIANINN PN
NSAT INNI 179 DNODN 190DN

21 Crypto AG N92N Y¥ D19 D210 DINININ YY Y1 Crypto Museum >TIDINN 9NN

:MINTY . (https://archive.org/) VITVINRM 11PN PNIT Crypto AG DY VITVIRN INN

/https://web.archive.org/web/19980524180249/http://www.crypto.ch : 1998 'Nn2 24

/https://web.archive.org/web/20020530170046/http://www.crypto.ch : 2002 *>N»n2 30

/https://web.archive.org/web/20120504105630/http://www.crypto.ch : 2012 N2 4

/https://web.archive.org/web/20160504060004/http://www.crypto.ch : 2016 N2 4

Nav)

-“MINERVA - A History’ — CIA" 7201 TINN VDI NVINYINA INDNAY DYV H91D NADIN

https://www.cryptomuseum.com/crypto/hagelin/index.htm : 39
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22 ‘MINERVA — A History’ — CIA"D 729 TINN 110NV DIYVP : NIV

NV DXOT1INND

23570 NN WP NN

(S) Early the following year Wagner hired a bright new engineer, Dr.
dengia Caflisch -- again, without consulting the Partners. NSA quickly realized
that she was too bright to remain unwitting, and frantically tried to cancel the
hiring. Wagner was unmoved, and Caflisch stayed. But NSA had been right. She
was too bright, and soon broke the new 500 cryptology through a known plain text
attack. She went on to expose the cryptographic weaknesses of other CAG
products, and proceeded to design her own, unbreakable, cryptolegics. Her
technical brilliance attracted a following among several CAG engineers.

-

;NN TIPN DWW NND (DN) YITN INIRDMP
(S) Unable to pronounce his name, his American friends called him Henry.
Widman carried this name with him for the rest of his life, and was known
informally to MINERVA teammates as Henry. His cryptonym became ATHENA, the
goddess of wisdom (and war).

SWIND DOWN WNHY MMNOY INTIAYZ NN (N) TN 1919

(8) Rick Schroeder was then introduced in his true CIA colors, and they
talked awhile longer. Henry said he was willing, and they shook hands. When
they entered the garden where the luncheon was in progress, it was thumbs up.
There was much congratulating and Gemutlichkeit. The luncheon became an event.

{S) Years later, Henry recalled the lunch. He felt that he had been
Ja relcomed into a secret society, and had learned the secret handshake. These
people had become colleagues engaged in a critical struggle for the benefit of
Western intelligence. These were people he could work with. It was, he said,
the moment in which he felt at home. This was his mission in life.

.29 (NPVLNIND )ITN DY) !N

(8) When faced with customer revolt, he would get on a plane, sometimes
alone, sometimes with Wagner, and fly off to confront the customer. This tactic
led to several trips to Latin America to calm the waters. Chile continued to
~omplain about weak CAG cryptologics, and Henry was afraid that the Chilean navy

as just inches away from breaking its own 503 machine. When the Chileans
threatened to buy Datotek equipment, Henry assured them that Datotek could not
get an export license. (Since Chuck Kinney was himself the approving authority,
Henry was on solid ground.) Instead, Henry assured the suspicious Chileans that
he would provide a more secure cryptologic just for them. Chile was thus saved
as a CAG customer.

(8) After the Falkland Islands War, the Argentines discovered that the
British and Americans had broken their systems. The furious Argentines summoned
Henry to Buenos Aires to explain. The matter was not simple, said Henry, but it
appeared that NSA had broken an analog speech system -- these systems were
notoriously weak, he said, but the CAG 500 systems were unbreakable. The bluff
worked. The Argentines swallowed hard, but kept buying CAG equipment.

CIAT H¥ DYDID TP¥NRNH DOYOPI NRTID 12YTHN (12 1IN ,5o¥5) 2020 TIN5 1171 VDO NVIPYN DY DIDION 22
.BND 5¥ myn mw) vy 2004 MHva AN

Richard J. Aldrich, Oeter F. Mller, Davud Ridd and Erich Schmidt-Eenboom, Operation Rubicon: Sixty Years of German-American

success in signals intelligence, Intelligence and National Security, 35 (5), 4 June 2020, pp. 603-607.

https://wrap.warwick.ac.uk/137156

.Crypto AGY NP NI CAG 3
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Daato

:NSAT H¥ 9Ty T NN ,Crypto AG H¥ 11WN MPY INDR

(TS) The most lucrative target using influenced crypto was Iran. The
Iranian target was 80-90 percent readable, thanks to the Iranian penchant for
buying from MINERVA. In 1988, over 19,000 Iranian decrypts were turned into
product reports, covering everything from hostage issues to the Iranian
conflicts with other Gulf States.

1980 MY DMNRPIIINRN DINVNN MNINYD MNPWA NIV NNMN DIRVND NN

(TS) The negotiations to repatriate the American hostages in Iran
dominated the late Carter years. To President Carter, it was critical to know
what the Iranians were up to, and since the Algerians were acting as
intermediaries, that information came from Algerian diplomatic communications.
Admiral Bobby Inman, then DIRNSA, recalled in an interview that the President
would frequently call him at his office at Fort Meade to request information
that NSA could gain through Algerian communications. Those communications,
Inman said, were MINERVA-enabled, and this was the "absolutely critical

. ingredient" in enabling the President to appreciate the situation and manage the
** negotiations.

£9912 DIND MINYY 19T 1P HW 79910 DINPNRY DYWY V9NN BND NN 1PN M1V

(s) The next day Munich was informed that the White House had rejected the
"bail" sophistry. It was clearly "ransom," and could not be paid. BND
President Konrad Porzner.was to be informed that no American money was to be
used to secure Buehler's release.

(S) When informed of the American stance, Porzner decided that if
necessary Germany would proceed alone, and pay the entire $1 million. Perhaps
the Americans could be talked into paying their share later, but even if they
could not, this was too important a matter to let a peculiarly American

prohibition stop the release of Buehler. Germany was under no such prohibition,
and would do what it believed was necessary.

9912 DIND DY MNYNRNN NN NYIOVN N8 vNOoN ,Crypto AG D791 ,Michael Grupe

(8) Grupe appeared on camera, interviewed by a Swiss journalist. He
bluntly denied the allegations, terming them warmed-over claims by disgruntled
employees. Buehler was fired because company management had lost trust, and
because he refused to turn over his lawyer's files to the firm. He dismissed as
"insanity" the allegations that the Germans were manipulating the gear. CAG
sold in Germany, he pointed out, and in Switzerland, which had given the company
a "clean bill of health."_ The whole thing was utter nonsense. As to
allegations that foreign intelligence organizations were known to visit CAG, of

course they had. They were customers, and good ones. They trusted the security
of CAG gear. ‘ ;

(8) Grupe's appearance cast enough doubt on Buehler's allegations to blur
the issue. Langley hoped that viewers would come away at least a little
confused about charges that had seemed so clear in pre-program and pre-book

ublicity. Grupe's gg;;g;mance was credible, and may have saved the program.

9212 DIND NYID NINPHN NIANN

(S) For customers, the Buehler affair came as a shock. The Argentine Navy
threatened to buy everything from other suppliers, and a government decision to
make a major purchase from CAG was immediately placed under review. The
Italians, always a little skittish about CAG products, seemed likely to fly out
of the CAG orbit. The Saudis, the single biggest customers, halted orders
pending clarification. The CAG salesman in Indonesia was having trouble
defending CAG products, and appeared to have his own suspicions. Egypt began
peppering the company with questions about crypto security. One of the few
countries that showed little reservation was Iran. It resumed its purchase of
CAG equipment almost immediately.
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(8) The HYDRA affajr was the most serious security breach in the history
of the program, and its aftershocks continued to rumble through the end of the
decade. But it did not cause its demise, and at the turn of the century MINERVA
was still alive and well. It was a very narrow escape.

Crypto AG nvW49 NoYUn

:27NIND DNANN XNMIN DY /NN NNPND’ NN D> HYW MIANNA DINY 5070 NNVI

(S) When, in 1950, North Korean forces attacked the south, Axmy
codebreakers cracked the North's communications security like a nut in a vise.
A year later that effort, too, was in tatters, a wvictim of North Korean
communications security improvements. The codebreakers were to read none of the
enemy's high-level systems for the rest of the war.

-\

(S) And so American codebreaking entered into a period that CIA official
Charles Collins once called "the Dark Ages of American cryptology." When Dwight
Eisenhower became president, American cryptologists were reading none of the
high-level ciphers of their three principal enemies.

1 PDIN DN T ONODN PA TPTID NPOY OPIPNY NONN 1951 Miva

(S) When Hagelin arrived in Washington, he and Friedman went to dinner at
Friedman's favorite haunt, the exclusive Cosmos Club. Over dinner, Friedman set
forth quite a different menu. Would it be possible, Friedman asked, to control
the sale of the new machines in. such a way that only certain countries could
purchase the newer, more secure, machines? Hagelin sounded interested, and
agreed to hear what Friedman's organization, the Armed Forces Security Agency

~(AFSA), had to offer.

TPINYVYNT NNIDNN DX AND2 TOM 1960 NIV YW DIDNN

(s) The Licensing Agreement was not much different, technically, from the
Gentlemen's Agreement, but it was in writing. Hagelin could sell any machine to

. any NATO countries, plus Switzerland and Sweden. As for the rest, the agreement

.

had an attached chart showing who could buy what. It was to last for five
years, with automatic renewals annually past 1965 for another ten years. After
1975, renewals would require specific concurrence from both parties. The United
States would have patent rights to all Hagelin equipment (except for the pocket
device, which Bo still possessed) for the duration of the agreement.

:1970 9312 MNHONY N BND CIAD

(S) The sale was made on 4 June, and the agreement with the BND was
contained in a 12 June 1970 memorandum of understanding between CIA and the BND.
For CIA, COB Munich Tom Tucid signed, in a hand made shaky by Parkinson's
disease, while the BND signature was illegible. It Speclfied that the BND,
~“perating through Deutsche Truehand Gesellschaft-Munich (DTG-M), would purchase
AEH. The sale price was 25 million Swiss Francs, 8.5 million to be paid at
contract closing, and the remainder to be paid in two equal installments on 1
June 1971 and 1 June 1972. Hagelin had remarried in 1969, and insisted that a
pension be provided for his new wife -- Elsa Hagelin (nee Svensson), his late

wife's former nurse -- after his death. All decisions would be subject to joint
CIA-BND comcurrence.
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Table 3
(S) Crypto AG: Sales and Profits, 1970-1975

Year Sales (SFr) Profits (SFr) Profit as a Percentage of Sales
1970 15.17 1.38 9%

1971 15.86 .83 5%

1972 19.17 3.47 18%

1973 27.59 2.90 10%

1974 34 .48 4.12 12%

1975 5L.27 ‘ 4.41 8.6%

19



i

:)IPXAY NV YNANN OV 80N NNV ONYVAY TP MNY NN MIIANDY DXINNVND
(8) To cover the whole arrangement, CIA and the BND agreed to a special
cryptonym series. CAG would always be referred to as MINERVA, so as not to have
to use the true company name. Foreign players in the game got cryptonyms.
Nyberg, the only original CAG player who was witting, was named BALL, while his
technical, but unwitting, counterpart, Oscar Stuerzinger, was called SIEGFRIED.

(s) Each major organization got a cryptonym: thus, CIA was EOS, NSA was
HOCKEY, BND was GAMMA, ZfCh was SIGMA, and Siemens was OLYMPIA. The American
firm Motorola, which had been brought into the MINERVA equation in the 1960s,
was called NAVAHO. AEH, the holding company that owned Crypto AG, was called
GOLF. Even DTG, the accounting firm, had a cryptonym. It was called FIDELIO.

(8) The Partners named their joint project THESAURUS. In the late 1980s
they changed the name to RUBICON. They held periocdic conferences to establish
or change policy. EssentlaIT‘“‘the conferences undertook the role of a covert

board of directors.
:172NY D905 D3NY IWITI CIAD BNDY , 11719100 NOP 9071 Nva

1. (8) Diverging worldviews resulting from the end of the Cold War, in
which Germany was drawing closer to its European partners, and was 1ncreasingly

reluctant to sell readable gear to European nations. Since the German

/reunification of 1990, the Germans constantly reminded the Americans of their
_new status in the world.

2. (8) The increasing need for infusions, which the Germans could ill
afford. (Moreover, the involvement of a partner in the infusion mechanism made

the process all the more complex'and slowed down the arrival of the money into
the CAG coffers.)
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o~ (8) Cipher readability was a vexing question. Why produce readable and

~nreadable equipment, NSA officers asked themselves, if they could sell readable
equipment to everyone? So as time went on, the American position began to
change. Americans became less and less agreeable to selling secure equipment to
anyone. Why secure Spanish communications if they were yielding useful
information? Why, ifndéed, secure the communications of some of the NATO
countries? Greece and Turkey were taken off the "secure" list at a very early

date, even though they weré NATO partners. The list of protected nations became
shorter by the year.

(8) Germany, with a Eurocentric outlook, strongly supported the two- { b
cryptologies approach. The BND did not like to sell readable equipment to its, j
allies. According to bilateral MINERVA agreements, the BND had to concur in all /

CAG sales. But NSA remained tenacious, and in the long run, only a handful of ; /

NATO nations directly or indirectly involved in MINERVA, plus Sweden and v

Switzerland, remained protected. £ ot
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(TS) The American-German partnership on MINERVA had continued for over

(™, twenty years. To the Americans it represented over 40 percent of NSA's total

machine decryptions, and was regarded as an irreplaceable resource. To the
Germans, however, it was even more important, accounting for 90 percent of the
BND's diplomatic product reports. The BND regarded it as the linchpin of its
highly productive intelligence relationshlp with the Americans.
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(S) German and American case officers who had worked together remember the
jays of MINERVA with fondness. For almost everyone it was the highlight of
their careers. Even during periods of disagreement, there was a recognition
that the greater good of Western intelligence required that the project continue
to run smoothly. Cultural differences, and the divergent interests of the two
countries, were overcome, again and again, to fashion the most profitable
intelligence venture of the Cold War.
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