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Background



British Deciphering of Haganah Ciphers

The Haganah operated radio networks since 1937 until the establishment of the
State of Israel in 1948.

B The radio networks operated at high frequencies, using Morse signaling.

The traffic on the radio networks was encrypted, using manual transposition
methods.
B The Haganah commanders believed that the encryption was safe and reliable, but this was far from reality.

In July 1946, following a British ‘White paper’ after the ‘Black Sabbath’, it
became clear that the British were intercepting the radio traffic and
deciphering the Haganah ciphers.

B Following the incident, the Haganah's communications service changed the codes.
B Since then, the British were in an ‘Intelligence Blackout’ regarding the Jewish Agency, the Haganah and the Palmach.

The British managed to decipher the code of the 'Gideon’ radio network, in the
service of the Mossad for Aliyah Bet, which enabled the British to intercept the
illegal immigrant ships.



British Activity

The British deciphered Haganah Signal Service ciphers since 1939.

and intercepted the Haganah radio networks since 1942:

B The Haganah's radio traffic was for the British an 'open book’.

B The British had no difficulties: the Haganah used simple ciphers, did not change keys frequently,
and used to transmit many long messages.

In 1944, the Haganah networks were designated as a “Priority

Number 17, “of prime importance”, for the post-war period:

B The British established an effective mechanism for radio interception, transmitting the traffic to
London for deciphering and translation to English, and delivering the information to Palestine.

The intercepted and decciphered traffic was transmitted by

teleprinters on a dedicated network, encrypted using Typex cipher
machtnes.

The Haganah radio traffic, intercepted and deciphered, was the
main and most reliable British intelligence source.



British Operations

® Radio transmissions, intercepted in Sarafand
(Palestine), Egypt and Cyprus, were transmitted to

London for deciphering and translation.

B The process took four hours for urgent messages, 16 to 31 hours for all other
traffic.

B Special messages were distributed immediately; the rest of the messages were
distributed in summaries of a thousand messages.

® The British took unique security measures, and

deciphered messages had top security classification.

B Only a small number of specially indoctrinated staff (about 15 senior
commanders in Palestine) received the information.

B British code names for the deciphered traffic: ISPAL, ISOATS, ISTRIA, FOG, GLINT,
CREAM.



Practical Issues

® Jewish employees of the British code breaking
center in Bletchley Park did not hide their sympathy
for Zionism.
B Bletchley Park Zionist cell operated openly.

® Therefore, the decryption of Haganah ciphers was
done at the GCHQ Diplomatic Department at 8
Berkeley Street, London.
B |n 1946, the operation moved to offices at 10 Chesterfield Street, London.

® Translating ‘'modern’ Hebrew into English was a

major challenge for the British.
B Especially since it was not possible to get help from Jews.



Clandestine
HF Radio
Station,
Kibbutz

Dorot, 1940’s

Courtesy of Government Press office,
National Photo Collection, D285-029




Radio Interception

® MERS (Middle East Radio Security) unit
operated from the Sidi Bishr camp near
Alexandria - intercepting, among other,
Haganah radio networks.

® This activity was carried out during the
World War and until June 21, 1946,
when the unit was closed and the
activity was transferred to Cyprus

MERS operator at the Sidi Bishr camp,

Courtesy Ray Wright



SIME in Cairo, DSO in Jerusalem

® In 1939, MI5 established a counter-espionage center in Cairo, called

SIME (Security Intelligence Middle East)

B The SIME branches, operating in Baghdad, Jerusalem, and Cyprus, were called DSO (Defence
Security Officer).

® The Jerusalem DSO was an officer with the rank of Lieutenant

Colonel.

B An officer from the DSO brought the intelligence document to the indoctrinated partners and
destroyed it after reading.

® The DSO in Jerusalem had a unique intelligence function:

B Chief Comint and Humint analyst, including all material from CID and Military Intelligence,
advising top political and military figures on intelligence, security and counter-terrorism.
B Directing planes and warships to intercept illegal immigrant ships.

® The DSO in Jerusalem operated from the King David Hotel.

B In the hotel explosion, 22 July 1946, six of its 13 members were killed, the rest were wounded and
hospitalized, and the intelligence database was destroyed..



Major Owen Chadwick

On June 13, 1946, a British military court sentenced two Irgun fighters to death

by hanging for their involvement in an attack on the Sarafand camp.

B |nresponse, on June 18, the Irgun kidnapped five British officers and threatened to hang them if the sentence
was carried out.

B One officer managed to escape after 36 hours; the rest were released after the High Commissioner commuted
the death sentence to life imprisonment.

The fleeing officer, Major Chadwick, was a DSO officer who was kidnapped in
Jerusalem on his way to General Barker, and in his pocket was a deciphered,

‘top-secret’ Haganah message.
B The Irgun fighters did not search him or locate the message.

After 36 hours, the officer escaped from his captors, boarded bus number 3 on
Jaffa Street, got off at the King David Hotel and called the army.

The British suspected that the Major was a double agent, flew him to London
for interrogation, and ‘calmed down’ only when it became clear that the traffic
continued to flow and that the Haganah continued to use the same cipher.
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® Members of the Jewish Agency political

department maintained regular contact

with him, calling him by the code name
‘Khayat’ (Tailor in Hebrew).

® The translator, apparently of Arab origin,
translated the word ‘Khayat' into the word
'life”: AT
.you ask for an identification of KHAYAT. As a personwe |
have no trace of KHAYAT, but it is a Hebrew word

meaning “life”. It may refer to the American magazine
“Life” or some other Jewish publication (n the States”. TNA KV 2/2262




The King David Hotel Explosion

® The Secretariat of the British Mandate e — e
Government and the British Military = e
Headquarters. |

® The Irgun blew up the hotel on July 22,
1946,

B Irgun fighters smuggled seven milk jugs into the
kitchen on the lower floor of the southern wing, each
contatning 50 kilograms of explosives.

B The explosion collapsed the entire southern wing,
killing 91 people, including the Mandatory Postmaster
General and DSO personnel, and injuring 45 people.

B Among the dead were 15 Jews.

® The violence shocked the Yishuv, and led
to the splitting of the Jewish Resistance
Movement, the operational cooperation
between the Haganah, the Irgun and the
» Leht, that existed since October 1945.
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Haganah Ciphers



The Haganah Ciphers - A Brief History

® Established in 1937, the Haganah Signal Service initially
utilized the cipher methods used by the British Mandate
police.

B Over time, they shifted to techniques of the Yugoslav military, brought in by Eli
Schwartz from Kibbutz Afikim, who had former experience as a Signals officer in
the Yugoslav armed forces.

® In July 1946, it became clear that the British deciphered
the messages, prompting a major change.
B This change created a period of British 'intelligence blackout'.

® By August 1947, the Signal Service concluded that the
British could once more decipher their communications
and made further changes.
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1941 Transposition Cipher

® Cipher based on letter
transposition, according to an
agreed key

® The clear text was inserted
vertically into the columns
(right to left) where the row
lengths are determined by the
key.

® The encrypted text was
extracted from right to left
and transmitted in five letter
groups.

Haganah Archive, 80/1



Yugoslav Transposition Cipher
® This is a columnar transposition cipher.
® The encryption was based on an agreed password

® The password letters were replaced with numbers, with the
numerical value - instead of the letters — given from low to
high
® The message was written in a table, and transmitted in
five-letter groups composed in the numerical sequence.
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The 'Black Sabbath’
and the British
"White Paper



‘Black Sabbath’ Events

® In October 1945, in an attempt to change the British policy
on the Palestine question, the "Hebrew Resistance
Movement"” was established - Haganah activity, together
with the Irgun and Lehi, against the British.

® Extensive operations were carried out against the British.

B The most prominent of which was the 'Night of the Bridges', between June 16

and 17, 1946, blowing up 11 bridges on the Palestine borders, temporarily
cutting off the British supply routes.

® On Saturday, June 29, 1946, the British launched

‘Operation Agatha’ against the Jewish Agency and the
Haganah, known as the ‘Black Sabbath’.

B Curfews were imposed on Tel Aviy, Jerusalem, Haifa, Ramat Gan, Netanya and
more, and house-to-house searches were conducted; 2,700 people, including

many of the Yishuv's leaders, were arrested and interned in detention camps in
Rafah and Latrun.



'‘Black Sabbath' - Consequences

Hostile public opinion in the United States and a vocal pro-Zionist opposition in
Britain 'pressured’ the British Labour government, headed by Clement Attlee.

In order to prove the claim that the Jewish Agency was a terrorist organization, the
British government published a ‘White Paper’ on July 25, 1946, which included
decipherments of eight encrypted telegrams between the Jewish Agency'’s offices

in London and Jerusalem.

B The white paper included telegrams that were transmitted to London from the ‘Dafna’ radio
station in Tel Aviy, 19 Kibbutz Galuyot St.. (today 19 Jabotinsky St.) and replies that were sent
as 'Innocent’ telegrams

B The Signal Service operated a one-way radio link from Kibbutz Gevat (‘Sarah’ station) to
London since 1939, and in 1943 the station was moved to Tel Aviv (‘Dafna’ station)

4

From the white paper, the Yishuv's leadership learned that the British had ‘broken
the Haganah ciphers.

Following this alarming revelation, the Signal Service swiftly altered the cipher
system.



‘Sarah’ Radio Station, Kibbutz Gevat

The secret station was used for a clandestine radio link to London, operating
from a camouflaged underground bunker (‘Slick) from 1939 to 1943

) — Luﬁ R s N e, The bunker ventilation pipes served
as the base for the kindergarten's
Photographer: Zoltan Kluger; Courtesy of the Central Zionist Archives, PHKH/1264710 pigeon dovecote - 1943
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‘Dafna’ Station,
Tel Aviv

________ Jabotinsky and Dizengoff
| corner

* The radio station served
. the political department
of the Jewish Agency,
operating until 1947

. Photograph from the early
* 1970s
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The British
White Paper,
July 1946
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The press detauled the
'White Paper’ at length, and
dismissed it as ‘Fake’
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But recent events here and ab-
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LOMDON, Wednesday,
While both long and short-
term policies for Palestine
are being considered by the
British Cabinet, the military
and civil authorities in Pali-
estine are being given the
widest powers to prevent
further outrages.

These powers include pos-
sihly  further  detentions,
temporary restrictions on
meetinga and on free speech
and writing, power to make
i the most rigorous se@rcheq
and 1%0 m%ke arrests without

ifie charges.
Sp’?‘(!:m ?mpmu’lzun of the death
penalty for compliclty in the
preparation  of murder plots
and fnr posgession of the means
to carry them out is also he-
ing considered by the Cabinet
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LONDON, Wednesday (R). — The British Government
tonight published in a White Paper some of the evidence on
which the authorities in Palestine decided to raid the Jew-
ish Aqency s headquarters in Jerusalem at t"e end of June.

ions based on thi

(1) The Haginah dnd its associated force of ?almach —
working under the political eontrol of prominent mem-
bers of the Jewish Agency — have been engaging in
carefully planned movements of sabotage and violence
under the name of the “Jewish Resistance Movement.”

The Irgun Zval Leumi and the Stern gang have worked
ginece |ast autumn in cooperation with :he Haganah’'s
high command on certain of these operations,

The broadcasting station Kol Israel, w‘mch claims to
be the “voice of the resistance movemert' and which
was working under the general direction pf the Jewish
Agency, has been supporting these organizations.
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4 oner visited the wreckage
of the Chief Secretary’s Of.
fice at the King David Hotel
at noon yesterday,

General Cunningham was !
accompanied by the Chief
Secretary, Sir J.V.W, Shkaw,
and the B E, major in ¢harge
3 rescue work, He inspecied
the area and spent some
‘ime  talking with officers:
g.n.d men  emploved in thel
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Bernard Joseph is the legal yesterday

ter, officers on the spor at noon
estimatea it would
take abouk four more davs tn
reach the Bottom.
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Wednesday (R). == The United Naticns sec-
unced last right Eqypt’s request that the Ge-
ly should consider ner demand and that of
the other Afab. Countries to call on Britain to end the pre-
sent Paiestfhe situation, and to instal a new regime.
ions jeining with Egypt making the demand
rans-Jordan, lrad, Saudi-Arabia, the Lebanon,

and Yegfen. Egypt, it stated, bhas invited Britain to neqo-
tiate edily with the Arab governments for a “new ar-
ran ent” before the Generzl Assembly meets in Sep-

er.
The rommunications which have pasged hetween Egypt

and Britain, and the letter submied 160 Uno have been

mrculated tu all the memher-states,
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Officinl canualty figures up
to 4 2t iart night were:

Pead : 61
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The Palestine Post, 25 July 1946:

White Paper on Jewish
Resistance: Evidence
Seeks to Link Jewish

Agency with Violence
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lhe utter
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alom bomb s mot a threat to
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And being such
should the Sueu-
rity Council not get down te
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America, aireudy in possession
of an arsenal of atom bombs,
and therciere With a good start
even if gomeone  else should
iumble on 1hp seerel of manu-
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to a body wiere a Soviet veto
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17 The fact thur some
d.- must elapee  before ke
experts can examine the con-
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seemns proof enough of the el
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[Jmpn.\tey armoured will nof
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vity is such that no one dare
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Sixth Airborne Division
sappers in shifts continued
throughiout Wednesday night
and yesterday their arducus
land painful task of clearing

away the ruins at the corner
of the King David Hotel dy-
i namited by terrorists on:
Meonday, and of bringing out
‘ the dead.

The rescue workers. were
furnished with  deodorant |
wanze masks. Disinfectants
were being spraved to pre-
vent infection from bodias

age over three duys,

During the night it was an
eérie scene under the illumi-
nnzion of are lamps. The me-
chanical shovel wus scooping
up ton after den of masonry,
crumpled woodwork, pieces of
concrete pitlars, und plaster
rubble, and loading them inte
wailing lorrics, Sappers were

the wreckage of @
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§ I Palestine Past Siaff

which had been in the wreek- |

PALESTINE POST STAFF

The PBritish Government yesterday invited the Arab States
and Palestinian Arabs to take partin a conference on Palestine
and Furopean Jewry which is to be held in London some fime
before the United Nations General Assembly meets during Sen-

tember,

The Aralb Stales are kigypt, Iraq, Syria, the Lebanon
and Saudi Arabia,

P.T.A, adds that Britain has agreed to the Ara
League request for negotiations before deciding ¢n the i
plementation of the knquiry Report. Thus a Round-tajife

Paris next Monday,
which

unaffecled by the new British White Paper,
Y Daily Telegraph™ :
ledge about the Palestine situution.

[ /ﬂ f’!'\' ’418 T St;rt‘e Vg:ﬁ:ﬂ:\‘:\l “:ﬁsc'.ljc;s
470 8 BT .
DEATH

last night that the Secretar

At midnight last night the
official foial of casualties
| from Monday's attack on

the King David Hotel were:

Dead: 67

leaves on
Peace conference

have not yet heen thorough-

. . H
. lished — at any rate not un-
Pl‘gsmg . 43 til Mr, Byrnes and the Pre-

|' ~ New names of dead given sidnnt_ h:we thoroughly dis-

Jewish deleqates are also being invited to be present. If
mittee on Palestine so desires, it will send observers to the c

S INVITED “TO BE PRESENT"

the an com-
rence,

will be held in London in the next three or four weeksl it
says,

The conference is likely to follow the pattery of
the famous round table conference on India, Reuter adjs.

Mr, David Ben urion, Chairman of the Fxedhtive
af the Jewish Agency, arrived by air in Paris fromll New
York yvesteviuy.

He will confer with French Zionists and will gttend

the emergenéy meeting ot the Executive due tc open in

The Anglo-U.5, talky are heing carried on as h§fore,
the

sayy editorially, adds little 1o 1he kifjpw-

of State had receved two al-
ternative plans for a selu-
i tion of the Palestine prob-
lem, drawn_up by the Anglo-

i‘\merican Cabinet Commit-
{ ee,
R 0 I 4 L A State  Department

spokesman said Mr. Byrnes
will discuss the schemes with
‘President Truman before he
Saturday for the
in Paris,
t The spokesman added that
! delails of the plans, which

ll‘lilj[?f]: 47 Iy examined by Mr. Byrnes
i himself, will mnot he pub-

Apency Nen .ms
Whita Paner

The following MF.l.'Pml‘l‘Ut
was issued by & spokesman
of tha Jewish Agency yes-
terday afternocon:

By adducing a jumble of
alleged telegrams, staled to
have been sent nine mwiths
ago, of extracly from hroad-
casts by the “Voice ut s
rar]" Station and of pas-
sages enlled from the pub-
licutions of terrorist greups,
the British  Government
claims 1o  have obiained
proot of en-operntivn  be-
iween some members of the
dewish Agency aud the Ha-
gangh and of co-nrd.natinn

alleged teke grams smanaied
from the Jewish A;.rm_\ it
3

Jerusalem, The  Jewis
Agency, which cannmot a(—
cept  the  authenticity  of

these  alleged  tolegrans,
challenges the British Gov-
ernment to prove that the
Jewish Agency was respon-
wible for their composition,
authorizalion or despateh.
The Executive of the Jow-
ish Agency is giving careful
study to this curious codfec-
lion of alleged telegrams,
broadeasts and publirulions.

Out of
Domnds”

An order has been is-
sued by H, Q. Paiestine
placing out of boeunds to
all ranks of the British
Army all Jewish places of
entertainment, restaur-
ants, shops and private
dwellings, said a P.LO.

press release last night. .

Pussia’s Trm
BIG "3" SPLIT
ON PALESTINE

NEW YORK, Thursday. —
It is reported that the So-
viet Union deleqation will
bring up the Palestine is-
sue before Uno, when the
discussion on Trans-Jor-
dan’s application for mem.
bership comes up in the
ext few days before a
mmittee,
10t vet known, however,
stand the Soviets
take,
vew York Post” pre-
a “Big Three” split
Palestine when tke
comes Lefore the (e-
Asscmbly at Egypl's
S1,
Nutions informants to-
nterpretad  Egypl's re-
for a mew treyime in
“in aucnnl:mce witll

mieaning that B
e Arab  Leagne
share in the negotia
a Uno trustecsbip ovir Puls
estine,

“Not Offictul™

Meanwhile feuter reports from
New Yourk thal the Secretary- ;
General of Uno does not con- -

siller thal the Egiptian com-
ntunication conytitutes an of-
ifcial request 1o put the ques-
tion of Paliestine on the pro-
vistonuw! avemla of the forthe
coming session of the Gener-
al Assembly.
8] wl notes  calling on the
eneral Amzembiy 1o meet in
New York on Septomber 23,
were sent out to the 51 mem-
ber Stutes by the Unn See-

retariat lust night,
iPTA

|

and Reufer)

The Palestine Post,

26 July 1946
Agency
Denies
White

Paper
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Pulestine Puﬂ Atafr

No news was news last night.

Redter's  derasslem  offiee r@porfed a three-hours
“hlack-out” on wireless eommunications berween Landon
ang Paiesting,

Tae Heuler high-speed Nellsebreiber  svstem was
enrmpietaly  srupted by atmospheries and Londan
hud to be ealled te repest pewy atems missed,

Nor was interference canfined 1o ..v r.

Tie ad . Army Radie Station  were unable

RS B o'vtork news,

iessages to London were alie affected. A
10 was repotied by the Post Ginee,

An ionosphierie storm,

to relay the
thiteonng

delay ot on
The ressso:

!'h! LI L] PT‘EEU’!
W L S Al

PARIS Thurst.?y {R), — Pierre Etlenne Flandin, form
Viehy Foreign Minister, defending himself before the Hid
Court at Versailles on a charge of ‘national indignit
declared today that he was not pleading a case for himse
but for certain of his Vichy colleagues whese election

the present Constituent Assembly had recently been co
tested on the grounds of their participation in the VicH

Governmem
| Referring indirectly to fo

'.f."-- ~rr fmer Premiers Paul Reyna
r‘ AY &”l yand kdouard Datadier, ar

Acency Denieg
“hqu Penor

The following slatement
vas jssued by a spokesman
f tha Jewish Agency yes-
erday afternocon:

By adduecing a jumble of
slleged telegrams, slaled to
huve heen senl nine mwiths
igo, of extracls from broa:l-
rasts by the “Vaivce uf Is-
rarl” Station and of pas-
sages enllial from the pub-
licutions of terrorist greups,

the British Government
claims  to  have oldained
procl  of eco-operalivn  Iwe-

[ween some members of the
Jewish Agency gpd the Hia-
randh and of co-ordmation
in some cases hetween the
Haganah and fi-renrist
uaitifs,

Not p single one of the
alleged telegrams smanaied
from the Jewish Agency i
Jerusalem, The Jewish
Agency, which camnot ac-
cepl  the authenlicity  of
thrsa  alleged tolegranis,
challenges the British Gov-
ernment to prove that the
Jewish Agency was respon-
sible for their composition,
aathorizalion or despateh,

The Executlive of the Jow-
ish Agency is giving careful
study to this curicus coellec-
tion of alleged telegrams,
broadcasts and puabliretions.




Che New 1Jork Cimes

26 July, 1946
PALESTINE CHIEFS DENY
ACCUSATIONS; Challenge
Authenticity of White Paper's Sources-
-Confer on Bombing Crisis More
Detailed Statement Likely Recalls

Action Against Arabs Resignation
Demand Renewed



El] ¢ .‘N cw ﬂl]l.'k @imcﬁ 26 July, 1946

Faced with the British Government's White Paper alleging that some officials of the Jewish Agency for Palestine
themselves connived with the terrorist organizations responsible for these outrages, community leaders authorized
a statement challenging the authenticity of some of the documents on which the British charges are based. A
spokesman of the agency said that, "by adducing a jumble of alleged telegrams stated to have been sent nine
months ago, of extracts from broadcasts by the Voice of Israel station and of passages culled from the publications of
terrorist groups, the British Government claims to have obtained proof of cooperation between some members of the
Jewish Agency and Haganah and of coordination in some cases between Haganah and terrorist bands. Not a single
one of the alleged telegrams emanated from the Jewish Agency in Jerusalem. The Jewish Agency, which cannot
accept the authenticity of these alleged telegrams, challenges the British Government to prove that the Jewish
Agency was responsible for their composition, authorization or dispatch."

More Detailed Statement Likely

"The executive of the Jewish Agency is giving careful study to this curious collection of alleged telegrams, broadcasts
and publications.” as A more detailed statement may be issued as a result of the study. Meanwhile some of the
qguestions raised in Zionist quarters are these: Would such astute men Moshe Shertok, Bernard Joseph and Moshe
Sneh send incriminating telegrams knowing that they might be intercepted? Why did the British Government wait
nine months to act on evidence that, if correct, points to a criminal conspiracy? Will this evidence stand the test of a
court trial in which the accused would have the opportunity of defending themselves?

Arab opponents of Zionism accepted the evidence as authentic. In a statement issued today Dr. Hussein Khalidi,
secretary of the Arab Higher Committee, said that the "Jewish Agency and all that it stands for must go. It is high
time that it become an unlawful association." 28



Intelligence
Blackout?




Following the event, the Signal Service
changed its ciphers

The British lost their ability to read the radio traffic of the Jewish
Agency, the Haganah and the Palmach

The British lost their main intelligence source at a crucial period

The almost sole British intelligence source at the time was the local
press and the broadcasts of Kol Israel (the Voice of Israel), the
Haganah underground broadcasting station

The British jammed Kol Israel broadcasts from November 1945, but at
the end of 1946 priority was given to listening to the broadcasts, and
the jamming was stopped.

B The cover story was that “The venom of the Voice of Israel was weakened, and as
a result the Jammers were instructed to lay-off”(TNA WO 261/738).



Recovery of the Signal Service after the 'Black Sabbath’

TOP SECRET CREAM, 15 July 1946, 0615, From SLU Clover (Signal Liaison Unit Jerusalem)




Gideonim - Signal Service radio operators of the clandestine ‘Gideon’ radio network, serving the
Mossad Le’aliya Bet, Haganah illegal immigration (Ha'apala) arm

Radio operator aboard ship Radio operator, Marseille, France, 1946

Palmach Archive, 11522 Palmach Archive, 17142 =



The Signal Service Changed to Advanced Substitution Cipher

K
ey_’"‘. =

The key, 10 letters, was taken from an agreed book
page or a line from a poem, and was frequently

changed.

The key was written as the top line of the

encryption form.

For transmission, the clear text was written every
second line, and the encrypted text was written in

the line underneath; in receiving, the encrypted text
was written every second line, and the clear text

was written underneath.
Letter substitution was based on a manual

calculation method, similar to the ‘Vigeneére square’. |

L
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Only 20 letters were coded, the
letters F, V, X & Y were not encrypted.
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Shin was replaced by Tav, and Tav was
replaced by Shin.
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Congratulations to

th e c ryptog ra p h ers To: LSIC T00:  252440/4/47
Bt v e TR 260900//47
® Operator errors allowed the British to N,HM """"""""""""""""""
crack a number of codes, but the D.D.3 £rou MAGAR,

Je should like to offer our congrat-
ulations to your cryptographers on the recent

intelligence achievement was bresking of the Unit 2 Falmeh keys and hope

that your efforts with the other (?similer)

insignificant. Rovesber 1ent will Best with Siatias sooange ot
® The telegram presented, dated April 25,

1947, congratulates the codebreakers e MRl

for their achievements in deciphering gt

the codes of the Palmach’s Second T -

Battalion (under the command of
Yitzhak Rabin).

TNA HW92/2



The Jewish Agency Political Department Used
the Bentley’'s Code Book

® Commercial phrase book
enabling transmission of five
letter groups instead of full
sentences, for saving on

telegram costs, paid according
to number of words.

® Used as a code book by the |
Government Department of the
Jewish Agency for Palestine |
since late 1946.

B A daily key number (for example:
41,945) was added to the code book
number, as superenchipherment.
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The British succeeded n
continuing to decipher
the messages of the
Mossad for Aliyah Bet




XP Messages from ‘Ha'apala’ Vessels

® lllegal immigrant ships transmitted an ‘XP message’
every several hours, in which they indicated their
position, direction and speed of movement, in a
fixed format.

® These messages were intercepted and deciphered by
the British, and were the main source of intelligence
for the ‘Palestine Patrol'.

® These messages presented the British with a luimited
challenge: fixed format, numerals only content (no
need for translation from Hebrew to English).



~ XP Messages - Examples

......... I WA W) IS T | S R l ; L e
: //L/ DX 4 C&ﬂ

_______ oo 2300 5 agomd Al 49

______ _tite T ol @ e

.................................. IEORR TRV 1Y) 40 04
fiff‘f/:“w A3 00

G @2 /f° | Av7
.f.....]r.._. d SD

S A N, . cht I <o 505 —~— o e il )
i P e o 7 ! =
g e XP message sent from the ship 'Yod Dalet Halaley Gesher
-------------------------------------------------------------- Haz'lvl 'ln JUly 1946, aS rece'lved 'ln Tel AV.lV.

""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""" Haganah Archive, 14/232

D] nyw ov N |

32 /NS oY _ and: . .

- o —?g (?)r o £ XP message sent from the ship 'Kibbutz

// (e | 2700 DX {5 Galuyot' in December 1947 and delivered to

- noRl . . . . .

— Tel Aviv via Italy, as received in Tel Aviv.

Haganah Archive, 14/275 39



British Lancaster GRIII observation plane follows
the Ha'apala ship ‘Lochamei Hagetatot’

® ‘| ochame Hagetatot' set sall
from Italy on May 13, 1947

with 1,457 illegal
immigrants.

® The British captured the | | *‘“‘
ship in a fierce battle that | '

lasted several hours, using
water jets and tear gas.

=~

® The ship was towed to Haifa
and the immigrants were
deported to Cyprus.

® Photo taken on May 23,
1947, from the deck of the
British destroyer HMS
Brissenden.

Palmach Archive, Freddy Liebrich Collection 284




Capture of 'Hatikvah’

® British destroyer HMS Venus capturing
the llegal immigrant ship ‘Hatikva’ on
17 May 1947, north of Rosh Hanikra. =

® The ship, that sailed from Italy on May 8, &
1947 with 1,414 ilegal immigrants,
surrendered after a fierce battle, in
which the British used water cannons
(pictured) and tear gas.

Palmach Archive, Freddy Liebrich Collection 290




Capture of 'Yehuda Halevy’

® 'Yehuda Halevy' sailed from
Algiers in May 1947, with 399 k

»

tlegal immigrants <
® On May 31, off the coast of l
Israel, British destroyers

rammed the ship and took o
control of it, spraying jets of
water and using tear gas

® The ship was towed to the
port of Haifa and the
immigrants were deported to
Cyprus

Palmach Archive, Palmach Photos 9005




The Drama of the 'Pans’' (Pan York, Pan Crescent)

® The 'Pan’ ships, ‘Kibbutz Galuyot’ and ‘Atzmaut’, were the largest of
the Ha'apala ships, carrying a total of 15,236 illegal immigrants, an
impressive statement of the organization’s capability

B At the same time, the struggle over the partition plan was being waged
at the United Nations.

® The ships set sail from Burgas, Bulgaria, on December 27, 1947.

® On the orders of the political leadership, the ships avoided a
confrontation with the British and followed the British directly to
Cyprus.

® The fear was that a confrontation with the British would sabotage the
effort to implement the November 29 resolution.

® Ben-Gurion's order was sent to the ships by a ciphered message.



The Drama in the Messages

® David Ben-Gurion sent a message to Yosst Harel, the Haganah
commander, aboard the Pan York :

“tf the enemy proposes to the two great [Pan ships] to go straight to
Cyprus, you must answer and do: 'We have turned to the Land of Israel
which was promised by God to Israel and reaffirmed by the United
Nations, but if you intend to interfere with our journey, we will go to
Cyprus, being sure that we will soon reach our liberated land. Give us the
course to Cyprus and we'll follow you'

® The message was sent to the Mossad for Aliyah Bet HQ in Italy on
December 29, 1520, resent on December 29, 1550

® The message was relayed through the Mossad station in Italy; the
message reception by the Pan ships was delayed almost 24 hours due
to communications difficulties.



The British admiral knew about Ben-Gurion’s message before Yossi
Harel, the Haganah commander

® On Monday, December 30, 1424, Rear-Admiral Simonds-Tayler, the British
Squadron commander, aboard the light cruiser HMS Mauritius, received the
following message from the British Military Commander in Palestine,
classified as "Top Secret™:

"received from reliable high level source that the Jewish Agency have wirelessed
(nstructions to the Pan. ships that requests or orders issued by Royal Navy
(including diversion to Cyprus are to be obeyed... ”

® Was the source of the British information the interception of the message
sent from Tel Aviv to Italy, 23 hours earlier, and the deciphering its content?

® This information had a decisive impact on the conduct of the British Navy.

® The British believed that taking control of the ships by force, without
material damage and many losses, was almost impossible, and therefore they
gave the squadron commander freedom of action to avoid confrontation.
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Pan’'s Messages

e A A S A A a h i bb o b i s ikl A8 s ki hAhha sl s aadasan on .

The British and the
Mossad for Aliyah Bet
used Greenwich Mean
Time (GMT).

DISTRIBUTION OF THIS MESSAGE IS TO BE LIMITED TO

THOSE OFFICERS WHO ARE CONCERNED WITH ITS CONTENTS {bl

IN

——

TOP SECRET

WARNING : This is an unparaphrased version of a secret cypher or confidential code
message, and the text must first be paraphrased* if it is essential to communicate it

to

persons outside British or Allied Government Services.

(*Note : Messages shown as having been sent in a One-Time Pad
“0.T.P.” are excepted from this rule.)
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British intelligence superiority was based on
deciphering the Haganah ciphers

® The British decoded the Haganah’s ciphers as early as 1939, and
from 1942 onwards. The Haganah's radio traffic was the main
source of British intelligence

® The British 1946 White Paper, whose purpose was to prove that the
Jewish Agency was a terrorist organization, led to the changing of
the Haganah ciphers, and the British found themselves in an
“Intelligence Blackout"

® The main achievement of the British after that was to break the
ciphers of the Mossad for Aliyah Bet (Gideon radio network),
running illegal immigration activities

B The radio communication of the illegal immigrant ships was the British main information source;
deciphering these transmissions led to seizing of most of the illegal immigrant ships.



Since activation of the Palestine Patrol in September 1945,
only six of the 57 illegal immigrant ships managed to break

the British naval blockade
® Hannah Szenesh

B Due to a malfunction, there was no radio traffic to the ship. Communication was renewed only
prior to landing.

® Shabtai Luzinsky

B Sailed in 'wireless silence’, radio communication was activated only prior to landing,
B The ship was intercepted by a British plane, but the immigrants landed on Nitzanim Beach before
the British fleet arrived.

® Aliyah
B Due to a malfunction, there was no radio communication to the ship. Communication was
renewed only prior to landing
B The ship was intercepted by a British plane, but a British destroyer 'confused' it with the ship
Kadima, which sailed nearby and was seized.

® Hachayal Hatvri, Amiram Shochat, Haportzim

B British destroyers intercepted the ships at sea, but they were not identified as illegal immigrant
ships.



The ciphers underwent a fundamental
transformation after the establishment of
the State of Israel

® Jewish experts were recruited from South Africa,

and laid the foundations of communication security
tn the IDF:

B Shaul Bar-Levav.
B Meir Shapira.

® In October 1948, the Haganah's ciphers were
abolished, and new ciphers were put into use.

® A special unit was established for cipher and cipher
keys production.



The conclusions: once bitten, twice shy

® Intelligence superiority is important, but
Lt is not the be-all and end-all.

® One who trusts ciphers, puts his life in
tts hands.

® Trust in ciphers should be luimited, in the
sense of "respect him and suspect him®.



John Ferris, Behind the
Enigma: the Authorised
History of GCHQ,
Britain’s Secret Cyber-
Intelligence Agency,
Bloomsbury, 2020

Additional Information
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BRITAIN’S SECRET
CYBER-INTELLIGENCE AGENCY
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Daniel Rosenne, British
Intelligence Superiority:
Breaking Haganah Ciphers,
The Association for the
Commemoration of the
Fallen Soldiers of the IDF
Signal Corps, 2024
(Hebrew)

English translation, 2026:

https://www.amutakesher.org.il/ Uploads/d
bsAttachedFiles/British Intelligence Superio
rity in Palestine 1.0(1).pdf

https://www.amutakesher.org.il/ Uploads/dbsAtta

chedFiles/British Intel Superiority 1.0.pdf

52


https://www.amutakesher.org.il/_Uploads/dbsAttachedFiles/British_Intel_Superiority_1.0.pdf
https://www.amutakesher.org.il/_Uploads/dbsAttachedFiles/British_Intel_Superiority_1.0.pdf
https://www.amutakesher.org.il/_Uploads/dbsAttachedFiles/British_Intel_Superiority_1.0.pdf
https://www.amutakesher.org.il/_Uploads/dbsAttachedFiles/British_Intel_Superiority_1.0.pdf
https://www.amutakesher.org.il/_Uploads/dbsAttachedFiles/British_Intelligence_Superiority_in_Palestine_1.0(1).pdf
https://www.amutakesher.org.il/_Uploads/dbsAttachedFiles/British_Intelligence_Superiority_in_Palestine_1.0(1).pdf
https://www.amutakesher.org.il/_Uploads/dbsAttachedFiles/British_Intelligence_Superiority_in_Palestine_1.0(1).pdf
https://www.amutakesher.org.il/_Uploads/dbsAttachedFiles/British_Intelligence_Superiority_in_Palestine_1.0(1).pdf
https://www.amutakesher.org.il/_Uploads/dbsAttachedFiles/British_Intelligence_Superiority_in_Palestine_1.0(1).pdf
https://www.amutakesher.org.il/_Uploads/dbsAttachedFiles/British_Intelligence_Superiority_in_Palestine_1.0(1).pdf
https://www.amutakesher.org.il/_Uploads/dbsAttachedFiles/British_Intelligence_Superiority_in_Palestine_1.0(1).pdf

_ {/’f)%;‘_f

\\._
nhsyny nomyn)

( 93n 295n |
\ Wpn |

h L 2upnm |

Thanks

© The Assoclation for the Commemoration of the Fallen Soldiers
of the IDF Signal Corps, Yahud-Monoson, Israel, 2025
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