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Background
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 The Haganah operated radio networks since 1937 until the establishment of the 
State of Israel in 1948.
 The radio networks operated at high frequencies, using Morse signaling.

 The traffic on the radio networks was encrypted, using manual transposition 
methods.
 The Haganah commanders believed that the encryption was safe and reliable, but this was far from reality.

 In July 1946, following a British ‘White paper’ after the ‘Black Sabbath’, it 
became clear that the British were intercepting the radio traffic and 
deciphering the Haganah codes.
 Following the incident, the Haganah's communications service changed the codes.

 Since then, the British were in an ‘Intelligence Blackout’ regarding the Jewish Agency, the Haganah and the Palmach.

 The British managed to decipher the code of the 'Gideon’ radio network, in the 
service of the Mossad for Aliyah Bet, which enabled the British to intercept the 
illegal immigrant ships.

British Deciphering of Haganah Ciphers
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 The British deciphered Haganah Signal Service ciphers since 1939. 
and intercepted the Haganah radio networks since 1942: 
 The Haganah’s radio traffic was for the British an 'open book’. 
 The British had no difficulties: the Haganah used simple ciphers, did not change keys frequently, 

and used to transmit many long messages.

 In 1944, the Haganah networks were designated as a “Priority 
Number 1” , “of prime importance”, for the post-war period:
 The British established an effective mechanism for radio interception, transmitting the traffic to 

London for deciphering and translation to English, and delivering the information to Palestine.

 The intercepted and decrypted traffic was transmitted by 
teleprinters on a dedicated network, encrypted using TypeX.

 The Haganah radio traffic, intercepted and deciphered, was the 
main and reliable British intelligence source.

British Activity
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 Radio transmissions, intercepted in Sarafand 
(Palestine), Egypt and Cyprus, were transmitted to 
London for deciphering and translation.
 The process took four hours for urgent messages, 16 to 31 hours for all other 

traffic.
 Special messages were distributed immediately; the rest of the messages were 

distributed in summaries of a thousand messages.

 The British took unique security measures and 
decrypted messages had top security classification.
 Only a small number of specially indoctrinated staff (about 15 senior 

commanders in Palestine) received the information.
 British code names: ISPAL, ISOATS, ISTRIA, FOG, GLINT, CREAM.

British Operations
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 Jewish employees of the British code breaking 
center in Bletchley Park did not hide their sympathy 
for Zionism.
 Bletchley Park Zionist cell operated openly.

 Therefore, the decryption of Haganah ciphers was 
done at the GCHQ Diplomatic Department at 8 
Berkeley street, London .
 In 1946, the operation moved to offices at 10 Chesterfield street, London.

 Translating 'modern' Hebrew into English was a 
major challenge for the British.
 Especially since it was not possible to get help from Jews.

Practical Issues



Clandestine 
HF Radio 
Station, 
Kibutz Dorot, 
1940’s

Courtesy of Government Press office, 
National Photo Collection, D285-029
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MERS operator at the Sidi Bishr camp, 

Courtesy Ray Wright

 MERS (Middle East Radio Security) unit 
operated from the Sidi Bishr camp near 
Alexandria - intercepting, among other, 
Haganah radio networks.

 This activity was carried out during the 
World War and until June 21, 1946, 
when the unit was closed and the 
activity was transferred to Cyprus

Radio Interception
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 In 1939, MI5 established a counter-espionage center in Cairo, called 
SIME (Security Intelligence Middle East)
 The SIME branches, operating in Baghdad, Jerusalem, and Cyprus, were called DSO (Defence 

Security Officer).

 The Jerusalem DSO was an officer in the rank of Lieutenant Colonel.
 An officer from the DSO brought the intelligence document to the indoctrinated partners and 

destroyed it after reading.

 The DSO in Jerusalem had a unique intelligence function:
 Chief Comint and Humint analyst, including all material from CID and Military Intelligence, 

advising top political and military figures on intelligence, security and counter-terrorism.
 Directing planes and warships to intercept illegal immigrant ships.

 The DSO in Jerusalem operated from the King David Hotel.
 In the hotel explosion, 22 July 1946, six of its 13 members were killed, the rest were wounded and 

hospitalized, and the intelligence database was destroyed..

SIME in Cairo, DSO in Jerusalem
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 On June 13, 1946, a British military court sentenced to death by hanging two 
Irgun fighters who had been captured in an attack on the Sarafand camp, on 
March 6.
 In response, on June 18, the Irgun kidnapped five British officers and threatened to hang them if the sentence 

was carried out.
 One officer managed to escape after 36 hours; the rest were released after the High Commissioner commuted 

the death sentence to life imprisonment.

 The fleeing officer, Major Chadwick, was a DSO officer who was kodnapped in 
Jerusalem on his way to General Barker, and in his pocket was a deciphered, 
‘top-secret’ Haganah message.
 The Irgun fighters did not search him or locate the message.

 After 36 hours, the officer escaped from his captors, boarded bus number 3 on 
Jaffa Street, got off at the King David Hotel and called the army.

 The British suspected that the Major was a double agent, flew him to London 
for interrogation, and 'calmed down’ only when it became clear that the traffic 
continued to flow and that the Haganah continued to use the same cipher.

Major Owen Chadwick
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 George Francis Taylor was a senior staff 
member of the SOE, who was sympathetic 
to the Zionist movement.
 Taylor commanded the Special Operations 

Directorate's operations in the Balkans during WW2.

 Members of the Jewish Agency political 
department maintained regular contact 
with him, calling him by the code name 
‘Khayat’ (Tailor in Hebrew). 

 The translator, apparently of Arab origin, 
translated the word ‘Khayat' into the word 
'life’:
…you ask for an identification of KHAYAT. As a person we 
have no trace of KHAYAT, but it is a Hebrew word 
meaning “life”. It may refer to the American magazine 
“life” or some other Jewish publication in the States”.

The Tailor

TNA KV 2/2262



The King David Hotel Explosion
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 The Secretariat of the British Mandate 
Government and the British Military 
Headquarters.

 The Irgun blew up the hotel on July 22, 
1946,
 Irgun fighters smuggled seven milk jugs into the 

kitchen on the lower floor of the southern wing, each 
containing 50 kilograms of explosives.

 The explosion collapsed the entire southern wing, 
killing 91 people, including the Mandatory Postmaster 
General and DSO personnel, and injuring 45 people.

 Among the dead were 15 Jews.

 The violence shocked the Yishuv, and led 
to the splitting of the Jewish Resistance 
Movement, the operational cooperation 
between the Haganah, the Irgun and the 
Lehi, that existed since October 1945. IWM E.31975, photo by Sgt. Turner



Haganah Ciphers
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The Haganah Ciphers – A Brief History

 Established in 1937, the Haganah Signal Service initially 
utilized the cipher methods used by the British Mandate 
police.
 Over time, they shifted to techniques of the Yugoslav military, brought in by Eli 

Schwartz from Kibbutz Afikim, who had former experience as a Signals officer in 
the Yugoslav armed forces.

 In July 1946, it became clear that the British decipher the 
messages, prompting a major change.
 This change created a period of British 'intelligence blackout'.

 By August 1947, the Signal Service concluded that the 
British could once more decipher their communications 
and made further changes.

14



Simple Cipher: 1939
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Secret cipher based on 
substitution of letters 
The list was changed every 

few days 

Haganah Archive, 7/14



1941 Transposition Cipher
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 Cipher based on letter 
transposition, according to an 
agreed key

 The clear text was recorded 
from top to bottom in a table 
that was expanded or 
narrowed according to the key. 

 The encrypted text was 
collected from right to left and 
transmitted in five letter 
groups.

Haganah Archive, 80/1

Key

Key



Yugoslav Transposition Cipher
 The encryption was based on an agreed password 
 The password letters were replaced with numbers, with the 

numerical value – instead of the letters – given from low to 
high

 The message was written in a table, and transmitted in five 
letter groups composed in the numerical sequence.

17

108591236241711

מידוהיהתמחלמ

רחמהפיחלעיגנ

נלוניכהרקובב

VYהפוחדהרזעו

YVרומגלמיצור

Password



The 'Black Sabbath' 
and the British 
'White Paper'
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‘Black Sabbath’ Events
 In October 1945, in an attempt to change the British policy 

on the Palestine question, the "Hebrew Resistance 
Movement" was established – Haganah activity, together 
with the Irgun and Lehi, against the British,, 

 Extensive operations were carried out against the British.
 The most prominent of which was the 'Night of the Bridges', between June 16 

and 17, 1946, blowing up 11 bridges on the Palestine borders, temporarily 
cutting off the British supply routes. 

 On Saturday, June 29, 1946, the British launched 
‘Operation Agatha’ against the Jewish Agency and the 
Haganah, known as the ‘Black Sabbath’. 
 Curfews were imposed on Tel Aviv, Jerusalem, Haifa, Ramat Gan, Netanya and 

more, and house-to-house searches were conducted; 2,700 people, including 
many of the Yishuv's leaders, were arrested in detention camps in Rafah and 
Latrun. 19



'Black Sabbath' – Consequences
 Hostile public opinion in the United States and a vocal pro-Zionist opposition in 

Britain 'pressured' the British Labour government, headed by Clement Attlee.

 In order to prove the claim that the Jewish Agency was a terrorist organization, the 
British government published a ‘White Paper’ on July 25, 1946, which included 
decrypts of eight encrypted telegrams between the Jewish Agency's offices in 
London and Jerusalem.
 The white paper included telegrams that were transmitted to London from the ‘Dafna’ radio 

station in Tel Aviv, 19 Kibbutz Galuyot St.. (today 19 Jabotinsky St.) and replies that were sent 
as ‘Innocent’ telegrams

 The Signal Service operated a one-way radio link from Kibbutz Gevat (‘Sarah’ station) to 
London since 1939, and in 1943 the station was moved to Tel Aviv (‘Dafna’ station)

 From the white paper, the Yishuv's leadership learned that the British had ‘broken’ 
the Haganah ciphers.

 Following this alarming revelation, the Signal Service swiftly altered the cipher 
system.

20
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‘Sarah’ Radio Station, Kibbutz Gevat

The bunker ventilation pipes served 
as the base for the kindergarten's 

pigeon dovecote – 1943
Hut and the dovecot above the secret bunker, 1946 aerial photograph

Photographer: Zoltan Kluger; Courtesy of the Central Zionist Archives, PHKH/1264710

The secret station was used for a clandestine radio link to London, operating 
from a camouflaged underground bunker (‘Slick) from 1939 to 1943



‘Dafna’ Station, 
Tel Aviv

Jabotinsky and Dizengoff 
corner

The radio station served 
the political department 

of the Jewish Agency, 
operating until 1947

Photograph from the early 
1970s

22



The British 
White Paper, 

July 1946

23



The press detailed the 
'White Paper' at length, and 

dismissed it as ‘Fake’

24
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The Palestine Post, 25 July 1946:

White Paper on Jewish 
Resistance: Evidence 
Seeks to Link Jewish 
Agency with Violence
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The Palestine Post, 
26 July 1946 

Agency 
Denies 
White 
Paper
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26 July, 1946
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26 July, 1946
Faced with the British Government's White Paper alleging that some officials of the Jewish Agency for Palestine 
themselves connived with the terrorist organizations responsible for these outrages, community leaders authorized 
a statement challenging the authenticity of some of the documents on which the British charges are based. A 
spokesman of the agency said that, "by adducing a jumble of alleged telegrams stated to have been sent nine 
months ago, of extracts from broadcasts by the Voice of Israel station and of passages culled from the publications of 
terrorist groups, the British Government claims to have obtained proof of cooperation between some members of the 
Jewish Agency and Haganah and of coordination in some cases between Haganah and terrorist bands. Not a single 
one of the alleged telegrams emanated from the Jewish Agency in Jerusalem. The Jewish Agency, which cannot 
accept the authenticity of these alleged telegrams, challenges the British Government to prove that the Jewish 
Agency was responsible for their composition, authorization or dispatch."
More Detailed Statement Likely
"The executive of the Jewish Agency is giving careful study to this curious collection of alleged telegrams, broadcasts 
and publications." as A more detailed statement may be issued as a result of the study. Meanwhile some of the 
questions raised in Zionist quarters are these: Would such astute men Moshe Shertok, Bernard Joseph and Moshe 
Sneh send incriminating telegrams knowing that they might be intercepted? Why did the British Government wait 
nine months to act on evidence that, if correct, points to a criminal conspiracy? Will this evidence stand the test of a 
court trial in which the accused would have the opportunity of defending themselves?
Arab opponents of Zionism accepted the evidence as authentic. In a statement issued today Dr. Hussein Khalidi, 
secretary of the Arab Higher Committee, said that the "Jewish Agency and all that it stands for must go. It is high 
time that it become an unlawful association."



Intelligence 
Blackout?
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Following the event, the Signal Service 
changed its ciphers

 The British lost their ability to read the radio traffic of the Jewish 
Agency, the Haganah and the Palmach

 The British lost their Main Intelligence source at a crucial period
 The almost only British intelligence source at the time was the local 

press and the broadcasts of Kol Israel (the Voice of Israel), the 
Haganah underground broadcasting station 

 The British jammed Kol Israel broadcasts from November 1945, but at 
the end of 1946 priority was given to listening to the broadcasts, and 
the jamming was stopped.
 The cover story was that “The venom of the Voice of Israel was weakened, and as 

a result the Jammers were instructed to lay-off” (TNA WO 261/738).
30



Recovery of the Signal Service after the 'Black Sabbath’
TOP SECRET CREAM, 15 July 1946, 0615, From SLU Clover (Signal Liaison Unit Jerusalem)

31 TNA HW 92/1



Gideonim – Signal Service radio operators of the clandestine ‘Gideon’ radio network, serving the 
Mossad Le’aliya Bet, Haganah illegal immigration (Ha’apala) arm

32
Radio operator, Marseille, France, 1946

Palmach Archive, 17142
Radio operator aboard ship

Palmach Archive, 11522



The Signal Service Changed to Advanced Substitution Cipher

 The key, 10 letters, was taken from an agreed book 
page or a line from a poem, and was frequently 
changed.

 The key was written as the top line of the 
encryption form.

 For transmission, the clear text was written every 
second line, and the encrypted text was written in 
the line underneath; in receiving, the encrypted text 
was written every second line, and the clear text 
was written underneath.

 Letter substitution was based on a manual 
calculation method, similar to the ‘Vigenère square’.

33

Key



20 × 20 
‘Vigenère Square’ 

34

רקצפעסנמלכיטחזוהדגבא
איקצפעסנמלכרטחזוהדגבא
בכיקצפעסנמלארטחזוהדגב
גלכיקצפעסנמבארטחזוהדג
דמלכיקצפעסנגבארטחזוהד
הנמלכיקצפעסדגבארטחזוה
וסנמלכיקצפעהדגבארטחזו
זעסנמלכיקצפוהדגבארטחז
חפעסנמלכיקצזוהדגבארטח
רצפעסנמלכיקחזוהדגבארט
יבארטחזוהדגקצפעסנמלכי
כגבארטחזוהדיקצפעסנמלכ
לדגבארטחזוהכיקצפעסנמל
מהדגבארטחזולכיקצפעסנמ
נוהדגבארטחזמלכיקצפעסנ
סזוהדגבארטחנמלכיקצפעס
עחזוהדגבארטסנמלכיקצפע
פטחזוהדגבארעסנמלכיקצפ
צרטחזוהדגבאפעסנמלכיקצ
קארטחזוהדגבחפעסנמלכיק
רקצפעסנמלכיטחזוהדגבאר

key

Plaintext

Only 20 letters were coded, the letters 
.F, V, X & Y were not coded ,ת ,ש



Congratulations to 
the cryptographers

35

 Operator errors allowed the British to 
crack a number of codes, but the 
intelligence achievement was 
insignificant.

 The telegram presented, dated April 25, 
1947, congratulates the codebreakers 
for their achievements in deciphering 
the codes of the Palmach's Second 
Battalion (under the command of 
Yitzhak Rabin).

TNA HW92/2



The Jewish Agency Political Department Used 
the Bentley’s Code Book

 Commercial phrase book 
enabling transmission of five 
letter groups instead of full 
sentences, for saving on 
telegram costs, paid according 
to number of words.

 Used as a code book by the 
Government Department of the 
Jewish Agency for Palestine 
since late 1946. 
 A daily key number (for example: 

41,945) was added to the code book 
number.

36



The British succeeded in 
continuing to decipher 

the messages of the 
Mossad for Aliyah Bet

37



XP Messages from ‘Ha’apala’ Vessels
 Illegal immigrant ships transmitted an ‘XP message’ 

every several hours, in which they indicated their 
position, direction and speed of movement, in a 
fixed format.

 These messages were intercepted and deciphered by 
the British, and were the main source of intelligence 
for the ‘Palestine Patrol’.

 These messages presented the British with a limited 
challenge: fixed format, numerals only content (no 
need for translation from Hebrew to English).

38



XP Messages - Examples
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XP message sent from the ship ‘Yod Dalet Halaley Gesher 
Haziv' in July 1946, as received in Tel Aviv.

Haganah Archive, 14/232

XP message sent from the ship 'Kibbutz 
Galuyot' in December 1947 and delivered to 
Tel Aviv via Italy, as received in Tel Aviv.
Haganah Archive, 14/275



British Lancaster GRIII observation plane follows 
the Ha’apala ship ‘Lochamei Hagetatot'

40

 ‘Lochame Hagetatot’ set sail 
from Italy on May 13, 1947 
with 1,457 illegal 
immigrants. 

 The British captured the 
ship in a fierce battle that 
lasted several hours, using 
water jets and tear gas.

 The ship was towed to Haifa 
and the immigrants were 
deported to Cyprus.

 Photo taken on May 23, 
1947, from the deck of the 
British destroyer HMS 
Brissenden.

Palmach Archive, Freddy Liebrich Collection 284



Capture of 'Hatikvah'

41

 British destroyer HMS Venus capturing 
the illegal immigrant ship ‘Hatikva’ on 
17 May 1947, north of Rosh Hanikra. 

 The ship, that sailed from Italy on May 8, 
1947 with 1,414 illegal immigrants, 
surrendered after a fierce battle, in 
which the British used water cannons 
(pictured) and tear gas.

Palmach Archive, Freddy Liebrich Collection 290



Capture of 'Yehuda Halevy'

42

 'Yehuda Halevy' sailed from 
Algiers in May 1947, with 399 
illegal immigrants 

 On May 31, off the coast of 
Israel, British destroyers 
rammed the ship and took 
control of it, spraying jets of 
water and using tear gas

 The ship was towed to the 
port of Haifa and the 
immigrants were deported to 
Cyprus

Palmach Archive, Palmach Photos 9005



The Drama of the 'Pans' (Pan York, Pan Crescent)

43

The ‘Pan’ ships, ‘Kibbutz Galuyot’ and ‘Atzmaut’, were the largest of 
the Ha’apala ships, carrying a total of 15,236 illegal immigrants, an 
impressive statement of the organization’s capability 
 At the same time, the struggle over the partition plan was being waged 

at the United Nations.
The ships set sail from Burgas, Bulgaria, on December 27, 1947.
On the orders of the political leadership, the ships avoided a 

confrontation with the British and followed the British directly to 
Cyprus.
The fear was that a confrontation with the British would sabotage the 

effort to implement the November 29 resolution.
Ben-Gurion's order was sent to the ships by a ciphered message.



The Drama in the Messages

44

David Ben-Gurion sent a message to Yossi Harel, the Haganah 
commander, aboard the Pan York :  
“if the enemy proposes to the two great [Pan ships] to go straight to 
Cyprus, you must answer and do: 'We have turned to the Land of Israel, 
which was promised by God to Israel and reaffirmed by the United 
Nations, but if you intend to interfere with our journey, we will go to 
Cyprus, being sure that we will soon reach our liberated land. Give us the 
course to Cyprus and we'll follow you’.

The message was sent to the Mossad for Aliyah Bet HQ in Italy on 
December 29, 1520, resent on December 29, 1550
The message was relayed through the Mossad station in Italy; the 

message reception by the Pan ships was delayed almost 24 hours due 
to communications difficulties.



The British admiral knew about Ben-Gurion’s message before Yossi 
Harel, the Haganah commander

 On Monday, December 30, 1424, Rear-Admiral Simonds-Tayler, the British 
Squadron commander, aboard the light cruiser HMS Mauritius, received the 
following message from the British Military Commander in Palestine, 
classified as "Top Secret":  

"received from reliable high level source that the Jewish Agency have wirelessed 
instructions to the Pan. ships that requests or orders issued by Royal Navy 
including diversion to Cyprus are to be obeyed… “

 Was the source of the British information the interception of the message 
sent from Tel Aviv to Italy, 23 hours earlier, and the deciphering its content?

 This information had a decisive impact on the conduct of the British Navy.

 The British believed that taking control of the ships by force, without 
material damage and many losses, was almost impossible, and therefore they 
gave the squadron commander freedom of action to avoid confrontation. 45



Pan’s Messages

46TNA, ADM 1/20793

The British and the 
Mossad for Aliyah Bet 
used Greenwich Mean 
Time (GMT).

Haganah Archive, 14/275



Summary

47



British intelligence superiority was based on 
deciphering the Haganah ciphers

48

 The British decoded the Haganah’s ciphers as early as 1939, and 
from 1942 onwards. The Haganah's radio traffic was the main 
source of British intelligence

 The British 1946 White Paper, whose purpose was to prove that the 
Jewish Agency was a terrorist organization, led to the changing of 
the Haganah ciphers, and the British found themselves in an 
“Intelligence Blackout"

 The main achievement of the British after that was to break the 
ciphers of the Mossad for Aliyah Bet (Gideon radio network), 
running illegal immigration activities
 The radio communication of the illegal immigrant ships was the British main information source; 

deciphering these transmissions led to seizing of most of the illegal immigrant ships.



Since activation of the Palestine Patrol in September 1945, 
only six of the 57 illegal immigrant ships managed to break 

the British naval blockade

49

 Hannah Szenesh
 Due to a malfunction, there was no radio traffic to the ship. Communication was renewed only 

prior to landing.

 Shabtai Luzinsky
 Sailed in 'wireless silence', radio communication was activated only prior to landing,
 The ship was intercepted by a British plane, but the immigrants landed on Nitzanim Beach before 

the British fleet arrived.

 Aliyah
 Due to a malfunction, there was no radio communication to the ship. Communication was 

renewed only prior to landing

 The ship was intercepted by a British plane, but a British destroyer 'confused' it with the ship 
Kadima, which sailed nearby and was seized.

 Hachayal Haivri, Amiram Shochat, Haportzim
 British destroyers intercepted the ships at sea, but they were not identified as illegal immigrant 

ships.



The ciphers underwent a fundamental 
transformation after the establishment of 

the State of Israel

50

 Jewish experts were recruited from South Africa, 
and laid the foundations of communication security 
in the IDF:
 Shaul Bar-Levav.
 Meir Shapira.

 In October 1948, the Haganah’s ciphers were 
abolished, and new ciphers were put into use. 

 A special unit was established for cipher and cipher 
keys production.



The conclusions: once bitten, twice shy

51

Intelligence superiority is important, but 
it is not the be-all and end-all.
One who trusts ciphers, puts his life in 

its hands.
Trust in ciphers should be limited, in the 

sense of "respect him and suspect him“.



Additional Information

52
https://www.amutakesher.org.il/_Uploads/dbsAtta

chedFiles/British_Intel_Superiority_1.0.pdf 
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